@eacunetix 


Affected Items 
Report 


Acunetix Security Audit 


28 March 2019 


Genera ted by Acunetix 


Scan of ccdcoe.org 


Scan details 


Scan information 


Start time 28/03/2019, 04:16:41 
Start url http://ccdcoe.org 
Host ccdcoe.org 
Scan time 177 minutes, 6 seconds 
Profile Full Scan 
Server information cloudflare 
Responsive True 
Threat level 


Acunetix Threat Level 2 


One or more medium-severity type vulnerabilities have been discovered by the scanner. You should investigate each of these 
vulnerabilities to ensure they will not escalate to more severe problems. 


Alerts distribution 


Total alerts found 903 
@ High 0 
© Medium 1 
© Low 2 


© Informational 900 


Affected items 


Web Server 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 
Details 





HTML form without CSRF protection 
Medium 


This alert requires manual confirmation 


Cross-Site Request Forgery (CSRF, or XSRF) is a vulnerability wherein an attacker tricks a 
victim into making a request the victim did not intend to make. Therefore, with CSRF, an attacker 
abuses the trust a web application has with a victim's browser. 


Acunetix found an HTML form with no apparent anti-CSRF protection implemented. Consult the 
‘Attack details' section for more information about the affected HTML form. 


Verify if this form requires anti-CSRF protection and implement CSRF countermeasures if 
necessary. 


The recommended and the most widely used technique for preventing CSRF attacks is know as 
an anti-CSRF token, also sometimes referred to as a synchronizer token. The characteristics of a 
well designed anti-CSRF system involve the following attributes. 


The anti-CSRF token should be unique for each user session 

The session should automatically expire after a suitable amount of time 

The anti-CSRF token should be a cryptographically random value of significant length 

The anti-CSRF token should be cryptographically secure, that is, generated by a strong 

Pseudo-Random Number Generator (PRNG) algorithm 

e The anti-CSRF token is added as a hidden field for forms, or within URLs (only necessary if 
GET requests cause state changes, that is, GET requests are not idempotent) 

e The server should reject the requested action if the anti-CSRF token fails validation 


When a user submits a form or makes some other authenticated request that requires a Cookie, 

the anti-CSRF token should be included in the request. Then, the web application will then verify 

the existence and correctness of this token before processing the request. If the token is missing 
or incorrect, the request can be rejected. 


GET /library/strategy-and-governance/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Web Server 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Clickjacking: X-Frame-Options header missing 
Low 


Clickjacking (User Interface redress attack, UI redress attack, Ul redressing) is a malicious 
technique of tricking a Web user into clicking on something different from what the user 
perceives they are clicking on, thus potentially revealing confidential information or taking control 
of their computer while clicking on seemingly innocuous web pages. 


The server didn't return an X-Frame-Options header which means that this website could be at 
risk of a clickjacking attack. The X-Frame-Options HTTP response header can be used to 
indicate whether or not a browser should be allowed to render a page inside a frame or iframe. 
Sites can use this to avoid clickjacking attacks, by ensuring that their content is not embedded 
into other sites. 


Configure your web server to include an X-Frame-Options header. Consult Web references for 
more information about the possible values for this header. 


Details 





GET / HTTP/1.1 


Connection: keep-alive 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 


Web Server 
Alert group 
Severity 


Description 


Recommendations 
Alert variants 
Details 


OPTIONS / HTTP/1.1 


OPTIONS method is enabled 
Low 


HTTP OPTIONS method is enabled on this web server. The OPTIONS method provides a list of 
the methods that are supported by the web server, it represents a request for information about 
the communication options available on the request/response chain identified by the Request-URI. 


It's recommended to disable OPTIONS Method on the web server. 


Methods allowed: GET,POST,OPTIONS, HEAD. 


Connection: keep-alive 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 


/site.webmanifest 
Alert group 
Severity 


Description 


Recommendations 
Alert variants 
Details 





Content type is not specified 
Informational 


This page does not set a Content-Type header value. This value informs the browser what kind of 
data to expect. If this header is missing, the browser may incorrectly handle the data. This could 
lead to security problems. 


Set a Content-Type header value for this page. 


GET /site.webmanifest HTTP/1.1 


Cookie: cookienotification=hide 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Web Server 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET / HTTP/1.1 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/about-us 
Alert group Email address found 
Severity Informational 


(KHTML, like Gecko) 


One or more email addresses have been found on this page. The majority of spam comes from 

email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 

they come across. Spambot programs look for strings like myname@mydomain.com and then 


record any addresses found. 
Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /about-us/ HTTP/1.1 

Cookie: cookienotification=hide 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/careers 
Alert group Email address found 
Severity Informational 


(KHTML, like Gecko) 


One or more email addresses have been found on this page. The majority of spam comes from 

email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 

they come across. Spambot programs look for strings like myname@mydomain.com and then 


record any addresses found. 
Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


intern@ccdcoe.org 
Details 
ccdcoe@ccdcoe.org 


GET /careers/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











(KHTML, like Gecko) 


/careers/cycon-2019- 
volunteers-join-the- 
flagship-event-of-ccdcoe 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
logistics.cycon@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /careers/cycon-2019-volunteers-join-the-flagship-event-of-ccdcoe/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/careers/internship-in- 
the-area-of-industrial- 


control-systems 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
intern@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /careers/internship-in-the-area-of-industrial-control-systems/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 





(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/careers/internship-in- 
the-area-of-visualization- 


of-cyber-events 


Alert group Email address found 

Severity Informational 
One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern 


found: 


intern@ccdcoe.org 


Details 


ccdcoe@ccdcoe.org 





GET /careers/internship-in- 


the-area-of-visualization-of-cyber-events/ HTTP/1.1 
hide 





Cookie: cookienotification= 
Authorization: Basic YW5vbn 
Accept: */* 





Accept-Encoding: gzip,defla 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Wi 
Chrome/41.0.2228.0 Safari/5 
Connection: Keep-alive 


/careers/internship-in- 
the-area-of-web-security 


ltb3VzOmFub255bW91cw== 


Ce 





ndows NT 6.1; WOW64) AppleWebKit/537.21 
BH.21 


(KHTML, like Gecko) 


Alert group Email address found 

Severity Informational 
One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern 


found: 


intern@ccdcoe.org 


Details 


ccdcoe@ccdcoe.org 





GET /careers/internship-in- 


the-area-of-web-security/ HTTP/1.1 
hide 





Cookie: cookienotification= 
Authorization: Basic YW5vbn 
Accept: */* 





Accept-Encoding: gzip,defla 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Wi 
Chrome/41.0.2228.0 Safari/5 
Connection: Keep-alive 


/careers/the-nato-ccd- 
coe-is-hiring-a-senior- 
administrative-specialist 


Alert group 
Severity 


ltb3VzOmFub255bW91cw== 


te 





ndows NT 6.1; WOW64) AppleWebKit/537.21 
37.21 


(KHTML, like Gecko) 


Email address found 


Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
a email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /careers/the-nato-ccd-coe-is-hiring-a-senior-administrative-specialist/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/contact 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /contact/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/crossed-swords 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /crossed-swords/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/cycon 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /cycon/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











lexercises 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /exercises/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 











Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/exercises/crossed- 


swords 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /exercises/crossed-swords/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





lexercises/locked-shields 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /exercises/locked-shields/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











lincyder-articles 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/2015-un- 
gge-report-major- 
players-recommending- 
norms-of-behaviour- 
highlighting-aspects-of- 
international-law 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/2015-un-gge-report-major-players-recommending-norms-of-behaviour- 
highlighting-aspects-of-international-law/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/a- 
balancing-act-the-eu- 
proposes-a-new- 
framework-for- 
cybersecurity- 
certification 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/a-balancing-act-the-eu-proposes-a-new-framework-for-cybersecurity- 
certification/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder-articles/a- 
collective-eu-response- 
to-cybercrime-europols- 
european-cybercrime- 


centre 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/a-collective-eu-response-to-cybercrime-europols-european-cybercrime- 
centre/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/a-new- 
cto-strategic-plan-2016- 
2020-includes-support- 
for-a-modern-regulatory- 
environment 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 


Description they come across. Spambot programs look for strings like myname@mydomain.com and then 


record any addresses found. 
Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/a-new-cto-strategic-plan-2016-2020-includes-support-for-a-modern- 
regulatory-environment/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/african- 
union-adopts- 
convention-on-cyber- 


security 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/african-union-adopts-convention-on-cyber-security/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/african- 
union-struggling-to- 
adopt-convention-on- 
cyber-security 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





El 


GET /incyder-articles/african-union-struggling-to-adopt-convention-on-cyber-security/ 
HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











lincyder-articles/an- 
updated-draft-of-the- 
code-of-conduct- 
distributed-in-the-united- 
nations-whats-new 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/an-updated-draft-of-the-code-of-conduct-distributed-in-the-united- 
nations-whats-new/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/apecs- 
new-strategic-action- 
plan-for-the-internet- 
shows-limited-cyber- 
security-cooperation- 
within-the-region 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/apecs-new-strategic-action-plan-for-the-internet-shows-limited-cyber- 
security-cooperation-within-the-region/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/asean- 
regional-forum- 
reaffirming-the- 
commitment-to-fight- 


cyber-crime 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





El 


GET /incyder-articles/asean-regional-forum-reaffirming-the-commitment-to-fight-cyber-crime/ 
HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/asean- 
to-focus-on- 
cybersecurity-capacity- 
and-confidence-building- 


in-2017 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/asean-to-focus-on-cybersecurity-capacity-and-confidence-building-in- 
2017/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder- 
articles/christmas- 
comes-early-eu-unwraps- 
cybersecurity-package- 
and-boosts-enisa 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /incyder-articles/christmas-comes-early-eu-unwraps-cybersecurity-package-and-boosts- 
enisa/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














lincyder-articles/cjeu- 
declares-general-data- 
retention-unlawful-in- 
tele2-sverige 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


= 





El 





GET /incyder-articles/cjeu-declares-general-data-retention-unlawful-in-tele2-sverige/ 
HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











lincyder-articles/cjeu- 
determines-dynamic-ip- 
addresses-can-be- 
personal-data-but-can- 
also-be-processed-for- 
operability-purposes 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spoam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /incyder-articles/cjeu-determines-dynamic-ip-addresses-can-be-personal-data-but-can- 
also-be-processed-for-operability-purposes/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











lincyder-articles/cjeu- 
weltimmo-ruling-gives- 
more-power-to-national- 
data-protection- 


authorities 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/cjeu-weltimmo-ruling-gives-more-power-to-national-data-protection- 
authorities/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/coe- 
stepping-up-global- 
action-on-cybercrime 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/coe-stepping-up-global-action-on-cybercrime/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











lincyder- 
articles/commonwealth- 
cybergovernance-model- 
is-adopted-by-the- 
commonwealth-ict- 
ministers-forum 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/commonwealth-cybergovernance-model-is-adopted-by-the-commonwealth-ict- 
ministers-forum/ HTTP/1.1 
Cookie: cookienotification=hide 








Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





lincyder- 
articles/commonwealth- 
telecommunications- 
organisation-concludes- 
agreement-to-enhance- 
cyber-security 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


Q 


ET /incyder-articles/commonwealth-telecommunications-organisation-concludes-agreement-to- 
nhance-cyber-security/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/incyder-articles/council- 
of-europe-giving- 
guidance-on-the- 
budapest-convention-on- 


cybercrime 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/council-of-europe-giving-guidance-on-the-budapest-convention-on- 
cybercrime/ HTTP/1.1 
Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/incyder-articles/council- 
of-europe-ponders-a- 
new-treaty-on-cloud- 


evidence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/council-of-europe-ponders-a-new-treaty-on-cloud-evidence/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/council- 
of-europe-tells- 
governments-and- 
internet-intermediaries- 
to-protect-internet- 
users-rights-better-2 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /incyder-articles/council-of-europe-tells-governments-and-internet-intermediaries-to- 
protect-internet-users-rights-better-2/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 














Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/incyder-articles/council- 
of-europes-cybercrime- 
convention-committees- 
t-cy-productive-year 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /incyder-articles/council-of-europes-cybercrime-convention-committees-t-cy-productive- 
year/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder- 
articles/cybercrime- 
convention-committee- 
adopts-guidance-note- 
on-production-orders- 
for-subscriber- 


information 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /incyder-articles/cybercrime-convention-committee-adopts-guidance-note-on-production- 
orders-for-subscriber-information/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 














Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


lincyder- 
articles/developments-in- 
the-european-union-nis- 
directive-data-protection- 
reform-eps-response-to- 
u-s-surveillance-2 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/developments-in-the-european-union-nis-directive-data-protection- 
reform-eps-response-to-u-s-surveillance-2/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/ecthr- 
when-not-backed-by- 
strong-safeguards-mass- 
surveillance-violates- 


privacy 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /incyder-articles/ecthr-when-not-backed-by-strong-safeguards-mass-surveillance-violates- 
privacy/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 











Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


lincyder-articles/enisas- 
new-mandate-to-face- 
cyber-security- 


challenges 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/enisas-new-mandate-to-face-cyber-security-challenges/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder- 
articles/essentials-for- 
digital-civil-societies-a- 
follow-up-report-on- 
encryption-and- 


anonymity 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /incyder-articles/essentials-for-digital-civil-societies-a-follow-up-report-on- 
encryption-and-anonymity/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 














User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


lincyder-articles/eu- 
adopts-network-and- 
information-security- 
directive-that-sets- 
security-rules-on- 
national-critical- 


infrastructure 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/eu-adopts-network-and-information-security-directive-that-sets- 
security-rules-on-national-critical-infrastructure/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder-articles/eu- 

cyber-defence-policy- 
framework-presents- 
more-than-40-action- 


measures 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /incyder-articles/eu-cyber-defence-policy-framework-presents-more-than-40-action- 
measures/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 








Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/incyder-articles/eu-data- 
protection-reform- 
introduces-mandatory- 
data-security-and-data- 
breach-notification- 
requirements 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /incyder-articles/eu-data-protection-reform-introduces-mandatory-data-security-and-data- 
breach-notification-requirements/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/eu-data- 
retention-directive-invalid 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/eu-data-retention-directive-invalid/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/eu-nato- 
relations-hand-in-hand- 
against-cyberattacks 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/eu-nato-relations-hand-in-hand-against-cyberattacks/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/eu- 
policy-on-fighting-hybrid- 


threats 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/eu-policy-on-fighting-hybrid-threats/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











lincyder-articles/eu- 
solidarity-clause-and- 
cyber-disaster 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
ESN email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/eu-solidarity-clause-and-cyber-disaster/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder-articles/eu- 
takes-action-unleashing- 
the-potential-of-cloud- 
computing-in-europe 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Gl 


GET /incyder-articles/eu-takes-action-unleashing-the-potential-of-cloud-computing-in-europe/ 
HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














lincyder- 
articles/european- 
commission-to-adopt-a- 
new-cyber-security- 


directive 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/european-commission-to-adopt-a-new-cyber-security-directive/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder- 
articles/european- 
parliament-aims-to- 
influence-the-trade-on- 
harmful-technology- 


products 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /incyder-articles/european-parliament-aims-to-influence-the-trade-on-harmful-technology- 
products/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














lincyder- 
articles/european- 
parliament-criticises-the- 
commissions- 
sluggishness-regarding- 
electronic-mass- 
surveillance 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/european-parliament-criticises-the-commissions-sluggishness-regarding- 
electronic-mass-surveillance/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder- 
articles/european- 
parliament-lists- 
priorities-for-cyber- 
defence-and-highlights- 
cooperation-with-nato 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/european-parliament-lists-priorities-for-cyber-defence-and-highlights- 
cooperation-with-nato/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder- 
articles/european- 
parliament-votes-for- 
tougher-cyber-crime- 


penalties 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description 


Recommendations 


Alert variants 


Details 





email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /incyder-articles/european-parliament-votes-for-tougher-cyber-crime-penalties/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


lincyder- 
articles/european-union- 
equipping-itself-against- 
cyber-attacks-with-the- 
help-of-cyber-diplomacy- 
toolbox 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /incyder-articles/european-union-equipping-itself-against-cyber-attacks-with-the-help- 





of-cyber-diplomacy-toolbox/ HTTP/1.1 





Cookie: 
Authorization: 
Accept: */* 





cookienotification=hide 
Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


lincyder-articles/g7- 
recognises-emerging- 
challenges-of- 
responsible-state- 
behaviour 


Alert group 
Severity 


Description 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Gl 


GET /incyder-articles/g7-recognises-emerging-challenges-of-responsible-state-behaviour/ 
HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/india- 
and-pakistan-are-the- 
newest-members-of-the- 
shanghai-cooperation- 
organisation 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /incyder-articles/india-and-pakistan-are-the-newest-members-of-the-shanghai-cooperation- 
organisation/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














lincyder- 
articles/information- 
security-discussed-at- 
the-dushanbe-summit-of- 
the-shanghai- 
cooperation-organisation 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/information-security-discussed-at-the-dushanbe-summit-of-the-shanghai- 
cooperation-organisation/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/internet- 
infrastructure-security- 
guidelines-for-africa- 
unveiled-by-the-african- 


union 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /incyder-articles/internet-infrastructure-security-guidelines-for-africa-unveiled-by- 
the-african-union/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/itu- 
impacts-first-regional- 
cyber-security-centre-in- 
the-arab-world 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations 


Alert variants 


Details 


G 
HTTP/1.1 
Cookie: 





Gl 





Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


T /incyder-articles/itu-impacts-first-regional-cyber-security-centre-in-the-arab-world/ 


cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/incyder-articles/major- 
eu-legislative-packages- 
on-data-protection-and- 
cyber-security- 
anticipated-early-2016 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /incyder-articles/major-eu-legislative-packages-on-data-protection-and-cyber-security- 
anticipated-early-2016/ HTTP/1.1 
cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/incyder-articles/mass- 
surveillance-endangers- 
human-rights-and-does- 
not-prevent-terrorist- 
attacks-says-council-of- 
europe 


Alert group 
Severity 


Description 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations 


Alert variants 


Details 





Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /incyder-articles/mass-surveillance-endangers-human-rights-and-does-not-prevent- 


terrorist-attacks-says-council-of-europe/ HTTP/1.1 


cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/incyder-articles/mixed- 
feedback-on-the-african- 
union-convention-on- 
cyber-security-and- 
personal-data-protection 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /incyder-articles/mixed-feedback-on-the-african-union-convention-on-cyber-security-and- 


personal-data-protection/ HTTP/1.1 


cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 








Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


lincyder- 
articles/montevideo- 
statement-and-global- 
government-surveillance- 
reform-responses-to- 
government-surveillance- 
activities 


Alert group 
Severity 


Description 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/montevideo-statement-and-global-government-surveillance-reform- 
responses-to-government-surveillance-activities/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/nato- 
defence-ministers- 
meeting-on-cyber- 


defence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/nato-defence-ministers-meeting-on-cyber-defence/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder-articles/nato- 
recognises-cyberspace- 
as-a-domain-of- 
operations-at-warsaw- 


summit 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Gl 





GET /incyder-articles/nato-recognises-cyberspace-as-a-domain-of-operations-at-warsaw-summit/ 
HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/nato- 
summit-to-update-cyber- 
defence-policy 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/nato-summit-to-update-cyber-defence-policy/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/nato- 
summit-updates-cyber- 
defence-policy 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


Q 








ET /incyder-articles/nato-summit-updates-cyber-defence-policy/ HTTP/1.1 


Cookie: 


cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/incyder-articles/new- 
cornerstone-for-a- 
common-data-protection- 
level-in-all-eu-member- 
states 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





states/ HTTP/1.1 
Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /incyder-articles/new-cornerstone-for-a-common-data-protection-level-in-all-eu-member- 


cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/incyder-articles/new-un- 
resolution-amplifies-call- 
for-right-to-privacy-in- 
the-light-of-mass- 
surveillance 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /incyder-articles/new-un-resolution-amplifies-call-for-right-to-privacy-in-the-light-of- 


mass-surveillance/ HTTP/1.1 


Cookie: 


cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/incyder-articles/october- 
2013-focused-on-global- 
cyber-security- 
awareness-activities 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Pl 


GET /incyder-articles/october-2013-focused-on-global-cyber-security-awareness-activities/ 
HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/oecd- 
reviewing-its-security-of- 
information-systems- 
and-networks-guidelines 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /incyder-articles/oecd-reviewing-its-security-of-information-systems-and-networks- 
guidelines/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 








Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/incyder-articles/osce- 
adopted-a-resolution-on- 
cyber-security 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/osce-adopted-a-resolution-on-cyber-security/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder-articles/osce- 
confidence-building- 
measures-for-cyberspace 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/osce-confidence-building-measures-for-cyberspace/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder-articles/osce- 
expands-its-list-of- 


confidence-building- 
measures-for- 
cyberspace-common- 
ground-on-critical- 
infrastructure-protection 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/osce-expands-its-list-of-confidence-building-measures-for-cyberspace- 
common-ground-on-critical-infrastructure-protection/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











lincyder-articles/osce- 
reaffirms-that- 
cyberattack-may-be- 
equivalent-to-an-act-of- 


aggression 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/osce-reaffirms-that-cyberattack-may-be-equivalent-to-an-act-of- 
aggression/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/osce-to- 


expand-cyber-security- 
profile 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 
Authorization: 
Accept: */* 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /incyder-articles/osce-to-expand-cyber-security-profile/ HTTP/1.1 
cookienotification=hide 
Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; 





WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


lincyder- 
articles/professor- 
joseph-a-cannataci- 
appointed-as-first-un- 
special-rapporteur-on- 
the-right-to-privacy 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 
Authorization: 
Accept: */* 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /incyder-articles/professor-joseph-a-cannataci-appointed-as-first-un-special-rapporteur- 
on-the-right-to-privacy/ HTTP/1.1 

cookienotification=hide 

Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


lincyder-articles/right-to- 


be-forgotten-or-right-to- 
know 


Alert group 


Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/right-to-be-forgotten-or-right-to-know/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/sco- 
fighting-cyber-terrorism 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/sco-fighting-cyber-terrorism/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/sco- 
plans-to-hold-exercises- 
on-combating-cyber- 


terrorism 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/sco-plans-to-hold-exercises-on-combating-cyber-terrorism/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








lincyder-articles/the-eu- 
takes-one-step-forward- 
and-then-one-back-in- 
data-protection-reform 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/the-eu-takes-one-step-forward-and-then-one-back-in-data-protection- 
reform/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/the- 
european-commission- 
set-out-a-european- 
agenda-on-security-for- 
the-period-2015-2020- 
fighting-cybercrime- 
among-top-priorities 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/the-european-commission-set-out-a-european-agenda-on-security-for-the- 
period-2015-2020-fighting-cybercrime-among-top-priorities/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/the- 
hagues-global- 
conference-on- 
cyberspace-outcome- 
represents-a-complex- 


status-quo 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/the-hagues-global-conference-on-cyberspace-outcome-represents-a- 
complex-status-quo/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/the- 
oecd-issues-revised- 
privacy-guidelines 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/the-oecd-issues-revised-privacy-guidelines/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/incyder-articles/top-eu- 
court-finds-eu-us- 
personal-data-transfers- 
not-safe-enough 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Pl 


GET /incyder-articles/top-eu-court-finds-eu-us-personal-data-transfers-not-safe-enough/ 
HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











lincyder- 
articles/transborder- 
data-access-quo-vadis- 
council-of-europe 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


Q 





ET /incyder-articles/transborder-data-access-quo-vadis-council-of-europe/ HTTP/1.1 


Cookie: 


cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/incyder-articles/u-s- 
announces-intention-to- 
hand-over-control-over- 
dns 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /incyder-articles/u-s-announces-intention-to-hand-over-control-over-dns/ HTTP/1.1 
cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 





(KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/incyder-articles/un- 
special-rapporteur-on- 
privacy-calls-for-an- 
international-treaty-and- 
a-specialised-oversight- 
body-on-cyber- 
surveillance 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 








Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /incyder-articles/un-special-rapporteur-on-privacy-calls-for-an-international-treaty- 
and-a-specialised-oversight-body-on-cyber-surveillance/ HTTP/1.1 
cookienotification=hide 


Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





lincyder-articles/united- 
nations-group-of- 
governmental-experts- 
achieve-a-landmark- 


consensus 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /incyder-articles/united-nations-group-of-governmental-experts-achieve-a-landmark- 
consensus/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/incyder-articles/united- 
nations-group-of- 
governmental-experts- 
long-awaited-report-on- 
maintaining-peace-and- 
stability-of-the-ict- 
environment 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /incyder-articles/united-nations-group-of-governmental-experts-long-awaited-report-on- 
maintaining-peace-and-stability-of-the-ict-environment/ HTTP/1.1 


Cookie: 


cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


lincyder-articles/united- 
nations-recent- 
developments-in-the- 
field-of-information-and- 
telecommunications-in- 
the-context-of- 
international-security 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





GET /incyder-articles/united-nations-recent-—developments-in-the-field-of-information-and- 


telecommunications-in-the-context-of-international-security/ HTTP/1.1 


Cookie: 
Authorization: 
Accept: */* 





cookienotification=hide 
Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


lincyder- 
articles/updating- 
international- 
telecommunication- 


regulations-at-wcit-2012- 


relevant-for-cyber- 
security 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





GET /incyder-articles/updating-international-telecommunication-regulations-at-wceit-2012- 


relevant-for-cyber-security/ HTTP/1.1 


cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/10th- 
international-conference- 


on-cyber-conflict- 
proceedings-2018 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


GET / 
HTTP/1.1 
Cookie: 








Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


library/publications/10th-international-conference-on-cyber-conflict-proceedings-2018/ 





cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 








Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/3rd- 
international-conference- 


on-cyber-conflict- 


proceedings-2011 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 








HTTP/1.1 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /library/publications/3rd-international-conference-on-cyber-conflict-proceedings-2011/ 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/4th- 
international-conference- 
on-cyber-conflict- 
proceedings-2012 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/4th-international-conference-on-cyber-conflict-proceedings-2012/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/5th- 
international-conference- 
in-cyber-conflict- 
proceedings-2013 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


a 





Gl 


GET /library/publications/5th-international-conference-in-cyber-conflict-proceedings-2013/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 














NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





Nibrary/publications/6th- 
international-conference- 
on-cyber-conflict- 
proceedings-2014 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/6th-international-conference-on-cyber-conflict-proceedings-2014/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/7th- 
international-conference- 
on-cyber-conflict- 
proceedings-2015 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/7th-international-conference-on-cyber-conflict-proceedings-2015/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f1=50000000; GPS=1 














Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





Nibrary/publications/8th- 
international-conference- 
on-cyber-conflict- 
proceedings-2016 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/8th-international-conference-on-cyber-conflict-proceedings-2016/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 























Nibrary/publications/9th- 
international-conference- 
on-cyber-conflict- 
proceedings-2017 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/9th-international-conference-on-cyber-conflict-proceedings-2017/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 














Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





Nibrary/publications/a- 
brief-introduction-to- 
cyber-warfare 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/a-brief-introduction-to-cyber-warfare/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/a- 
comparative-analysis-of- 
open-source-log- 
management-solutions- 
for-security-monitoring- 
and-network-forensics 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/a-comparative-analysis-of-open-source-log-management-solutions- 
for-security-monitoring-and-network-forensics/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 














Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 
User-Agent: Mozilla/5 


.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/a- 
legal-view-on-outer- 
space-and-cyberspace- 
similarities-and- 
differences 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





differences/ HTTP/1.1 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /library/publications/a-legal-view-on-outer-space-and-cyberspace-similarities-and- 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z92Zg; PREF=£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 








Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 
User-Agent: Mozilla/5 


.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/a- 
vulnerability-based- 
model-of-cyber-weapons- 
and-its-implications-for- 
cyber-conflict 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /library/publications/a-vulnerability-based-model-of-cyber-weapons-and-its-implications- 


for-cyber-conflict/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





Nibrary/publications/acce 
ssing-extraterritorially- 
located-data-options-for- 


states 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/accessing-extraterritorially-located-data-options-for-states/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


























Nibrary/publications/an- 
unsupervised- 
framework-for-detecting- 
anomalous-messages- 
from-syslog-log-files 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/an-unsupervised-framework-for-detecting-anomalous-messages-from-— 
syslog-log-files/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 











Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/an- 
usage-centric-botnet- 
taxonomy 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /library/publications/an-usage-centric-botnet-taxonomy/ HTTP/1.1 
cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/anal 
ysis-of-the-2007-cyber- 
attacks-against-estonia- 
from-the-information- 
warfare-perspective 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /library/publications/analysis-of-the-2007-cyber-attacks-against-estonia-from-the- 








Cookie: 


information-warfare-perspective/ HTTP/1.1 
cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


Nibrary/publications/anti- 
forensic-study 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/anti-forensic-study/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/library/publications/appli 
cation-level-attacks- 


study 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/application-level-attacks-study/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/library/publications/appl 


ying-a-cost-optimizing- 
model-for-it-security 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/applying-a-cost-optimizing-model-for-it-security/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/library/publications/appl 
ying-time-dependent- 
algebraic-systems-for- 
describing-situations 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/applying-time-dependent-algebraic-systems-for-describing- 
situations/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/balti 
c-cyber-shield-cyber- 
defence-exercise-2010- 
after-action-report 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/baltic-cyber-shield-cyber-defence-exercise-2010-after-action- 
report/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/battl 

efield-digital-forensics- 

digital-intelligence-and- 

evidence-collection-in- 

special-operations 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/battlefield-digital-forensics-digital-intelligence-and-evidence- 
collection-in-special-operations/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/bbuz 
z-a-bit-aware-fuzzing- 
framework-for-network- 
protocol-systematic- 
reverse-engineering-and- 


analysis 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/bbuzz-a-bit-aware-fuzzing-framework-for-network-protocol- 
systematic-reverse-engineering-and-analysis/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/by- 
disanalogy-cyberwarfare- 
is-utterly-new 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/by-disanalogy-cyberwarfare-is-utterly-new/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/cellul 


ar-warfare 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 


email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/cellular-warfare/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/chin 
a-and-cyber-attitudes- 
strategies-organisation 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/china-and-cyber-attitudes-strategies-organisation/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/com 
position-of-services-on- 
hierarchical-service- 


models 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/composition-of-services-on-hierarchical-service-models/ HTTP/1.1 
Cookie: cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/conf 
erence-on-cyber-conflict- 
proceedings-2010 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/conference-on-cyber-conflict-proceedings-2010/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/confi 
cker-considerations-in- 
law-and-legal-policy 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details 





Cookie: 


ccdcoe@ccdcoe.org 


GET /library/publications/conficker-considerations-in-law-and-legal-policy/ HTTP/1.1 
cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/confi 


dence-building- 
measures-for- 
cyberspace-legal- 
implications 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


GET / 
HTTP/1.1 
Cookie: 








Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


library/publications/confidence-building-measures-for-cyberspace-legal-implications/ 





cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 








Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/curr 
ent-trends-in-botnet- 


development-and- 


defense-expert-opinion 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/current-trends-in-botnet-development-and-defense-expert-opinion/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 























Nibrary/publications/cybe 
r-defence-exercise- 
locked-shields-2012- 
after-action-report 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/cyber-defence-exercise-locked-shields-2012-after-action-report/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/cybe 
r-defence-exercise- 
locked-shields-2013- 
after-action-report 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/cyber-defence-exercise-locked-shields-2013-after-action-report/ 
HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/library/publications/cybe 
r-deterrence-a- 
comprehensive-approach 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/cyber-deterrence-a-comprehensive-approach/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/library/publications/cybe 
r-red-teaming- 
organisational-technical- 
and-legal-implications-in- 
a-military-context 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/cyber-red-teaming-organisational-technical-and-legal-implications- 
in-a-military-context/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/library/publications/cybe 
r-society-and- 
cooperative-cyber- 


defence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/cyber-society-and-cooperative-cyber-defence/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/cybe 
r-terrorism-in-theory-or- 


in-practice 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/cyber-terrorism-in-theory-or-in-practice/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=£1=50000000;GPS=1 











Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/library/publications/cybe 
r-war-in-perspective- 
russian-aggression- 
against-ukraine 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/cyber-war-in-perspective-russian-aggression-against-ukraine/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 























Nibrary/publications/cybe 
r-warfare-an-ethical- 
analysis-to-address-the- 
policy-vacuum 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/cyber-warfare-an-ethical-analysis-to-address-the-policy-vacuum/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 














Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/library/publications/cybe 
r-weapon-reviews-under- 
international- 
humanitarian-law-a- 
critical-analysis 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/cyber-weapon-reviews-under-international-humanitarian-law-a- 
critical-analysis/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/cybe 
r-weapons-convention 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/cyber-weapons-convention/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 














User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/cybe 
rattacks-as-casus-belli-a- 
sovereignty-based- 


account 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/cyberattacks-as-casus-—belli-a-sovereignty-based-account/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/cybe 
rsecurity-ethics-at-the- 


boundaries 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/cybersecurity-ethics-at-the-boundaries/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








Nibrary/publications/cybe 


rspace-and-the- 
changing-nature-of- 


warfare 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/cyberspace-and-the-changing-nature-of-warfare/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/library/publications/cybe 
rspace-definition-and- 


implications 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/cyberspace-definition-and-implications/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/defe 
nding-mobile-devices-for- 
high-level-officials-and- 
decision-makers 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/defending-mobile-devices-for-high-level-officials-and-decision- 
makers/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/defin 
ing-critical-information- 
infrastructure-in-the- 
context-of-cyber-threats- 
the-privacy-perspective 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/defining-critical-information-infrastructure-in-the-context-of- 
cyber-threats-the-privacy-perspective/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/dete 
cting-anomalous- 
network-traffic-in- 
organizational-private- 
networks 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/detecting-anomalous-network-traffic-in-organizational-private- 
networks/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/dete 
ction-of-illegal-gateways- 
in-protected-networks 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/detection-of-illegal-gateways-in-protected-networks/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/dete 
rrence-as-the-basis-for- 
ethical-constraints-on- 
conflict-in-the-cyber- 


domain 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 


DON email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/deterrence-as-the-basis-for-ethical-constraints-on-conflict-in- 
the-cyber-domain/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/digit 
al-solutions-for- 
inference-rules-in- 
decision-supporting- 


systems 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/digital-solutions-for-inference-rules-in-decision-supporting- 
systems/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/econ 
omic-aspects-of-national- 
cyber-security-strategies 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/economic-aspects-of-national-cyber-security-strategies/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/emer 
ging-ethical-and-legal- 
considerations-in- 
cyberwarfare-and- 
cyberespionage 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/emerging-ethical-and-legal-considerations-in-cyberwarfare-and- 
cyberespionage/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/enha 
ncing-international- 
collaboration-in-cyber- 
defence-through- 
national-cyber-security- 
strategy-development-2 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 


email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Rescubion email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/enhancing-international-collaboration-in-cyber-defence-through- 
national-cyber-security-strategy-development-2/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/enha 
ncing-response- 
selection-in-impact- 
estimation-approaches 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/enhancing-response-selection-in-impact-estimation-approaches/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/esto 
nia-after-the-2007-cyber- 
attacks-legal-strategic- 
and-organisational- 
changes-in-cyber- 
security 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Desenndon email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/estonia-after-the-2007-cyber-attacks-legal-strategic-and- 
organisational-changes-in-cyber-security/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/ethic 
s-and-policies-for-cyber- 
operation-a-nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-initiative-new 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 
Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/ethics-and-policies-for-cyber-operation-a-nato-cooperative-cyber- 
defence-centre-of-excellence-initiative-new/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/eval 
uation-of-nation-state- 
level-botnet-mitigation- 
strategies-using-dematel 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/evaluation-of-nation-state-level-botnet-mitigation-strategies-— 
using-dematel/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











Nibrary/publications/eve- 
and-adam-situation- 
awareness-tools-for- 
nato-ccdcoe-cyber- 


exercises 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/eve-and-adam-situation-awareness-tools-for-nato-ccdcoe-cyber- 
exercises/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/even 
t-log-analysis-with-the- 
logcluster-tool 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 


email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/event-log-analysis-with-the-logcluster-tool/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/evol 
utionary-algorithms-for- 
optimal-selection-of- 
security-measures 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/evolutionary-algorithms-for-optimal-selection-of-security- 
measures/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/fram 
eworks-for-international- 
cyber-security 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 

email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 

they come across. Spambot programs look for strings like myname@mydomain.com and then 


record any addresses found. 
Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/frameworks-for-international-cyber-security/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/frank 
enstack-toward-real- 
time-red-team-feedback 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/frankenstack-toward-real-time-red-team-feedback/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/from 
-active-cyber-defence-to- 
responsive-cyber- 
defence-a-way-for- 
states-to-defend- 
themselves-legal- 


implications 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/from-active-cyber-defence-to-responsive-cyber-defence-a-way-for- 
states-to-defend-themselves-legal-implications/ HTITP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/from 
-chaos-to-collective- 


defense 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/from-chaos-to-collective-defense/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/glob 
al-cyber-security- 
thinking-about-the-niche- 


for-nato 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


ccdcoe@ccdcoe.org 
Details 





GET /library/publications/global-cyber-security-thinking-about-the-niche-for-nato/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/library/publications/grad 
ed-security-expert- 


system 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/graded-security-expert-system/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/guid 
e-to-developing-a- 
national-cybersecurity- 


strategy 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


Q 





ET /library/publications/guide-to-developing-a-national-cybersecurity-strategy/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/head 
ing-off-hackers 


Alert group Email address found 


Severity Informational 


Gecko) 


One or more email addresses have been found on this page. The majority of spam comes from 

email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 

they come across. Spambot programs look for strings like myname@mydomain.com and then 


record any addresses found. 
Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/heading-off-hackers/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/hedg 
ehog-in-the-fog-creating- 
and-detecting-ipv6- 
transition-mechanism- 
based-information- 
exfiltration-covert- 


channels 
Alert group Email address found 
Severity Informational 


Gecko) 


One or more email addresses have been found on this page. The majority of spam comes from 

email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 

they come across. Spambot programs look for strings like myname@mydomain.com and then 


record any addresses found. 
Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





mechanism-based-information-exfiltration-covert-channels/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








GET /library/publications/hedgehog-in-the-fog-creating-and-detecting-ipv6-transition- 





NYp2Z92Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/how- 
to-apply-the-principle-of- 
porportionality-to-cyber- 


targeting 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


GET / 
HTTP/1.1 
Cookie: 








Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


library/publications/how-to-apply-the-principle-of-porportionality-to-cyber-targeting/ 





cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000;GPS=1 





Authorization: 
Accept: */* 








Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/i- 
accidentally-malware- 
what-should-i-do-is-this- 
dangerous-overcoming- 


inevitable-risks-of- 


electronic- 
communication 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Q 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


ET /library/publications/i-accidentally-malware-what-should-i-do-is-this-dangerous- 





overcoming-inevitable-risks-of-electronic-communication/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/library/publications/impa 
ct-on-nato-of- 
cyberspace-as-a-domain- 
of-operations-swot- 


analyses 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/impact-on-nato-of-cyberspace-as-a-domain-of-operations-swot- 
analyses/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/infor 
mation-warfare-the- 
ontological-and- 
regulatory-gap 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


Q 





ET /library/publications/information-warfare-the-ontological-and-regulatory-gap/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/insid 
er-threat-detection-study 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/insider-threat-detection-study/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/inter 
national-criminal- 
cooperation-in-the- 
context-of-cyber- 


incidents 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/international-criminal-cooperation-in-the-context-of-cyber- 
incidents/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

















Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





Nibrary/publications/inter 
national-cyber-incidents- 
legal-considerations 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/international-cyber-incidents-legal-considerations/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








Nibrary/publications/inter 
national-cyber-norms- 
legal-policy-industry- 
perspectives 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/international-cyber-norms-legal-policy-industry-perspectives/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 























Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/inter 
national-cyber-security- 
legal-policy-proceedings 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/international-cyber-security-legal-policy-proceedings/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/inter 
national-law-and- 
international-information- 
security-a-response-to- 
krutskikh-and-streltsov 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/international-law-and-international-information-security-a- 
response-to-krutskikh-and-streltsov/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/library/publications/ipv6- 
transition-and-security- 
threat-report 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/ipv6-transition-and-security-threat-report/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/is- 
nato-ready-to-cross-the- 
rubicon-on-cyber- 


defence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/is-nato-ready-to-cross-the-rubicon-on-cyber-defence/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/kno 
wledge-and-information 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/knowledge-and-information/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/lattic 
es-of-knowledge-systems 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/lattices-of-knowledge-systems/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/legal 
-cooperation-to- 
investigate-cyber- 
incidents-estonian-case- 
study-and-lessons 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 

email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 

they come across. Spambot programs look for strings like myname@mydomain.com and then 


record any addresses found. 
Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/legal-cooperation-to-investigate-cyber-incidents-estonian-case- 
study-and-lessons/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/legal 
-implications-of- 
countering-botnets 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/legal-implications-of-countering-botnets/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/legal 
-issues-of-autonomous- 


weapons 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/legal-issues-of-autonomous-weapons/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/library/publications/lillipu 
tian-states-in-digital- 
affairs-and-cyber- 


security 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/lilliputian-states-in-digital-affairs-and-cyber-security/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/live- 
fire-exercise-preparing- 
for-cyber-war 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/live-fire-exercise-preparing-for-cyber-war/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/lock 
ed-shields-2014-after- 
action-report-executive- 


summary 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/locked-shields-2014-after-action-report-executive-summary/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/man 
aging-evolving-security- 


situations 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/managing-evolving-security-situations/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=£1=50000000;GPS=1 











Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





Nibrary/publications/meth 
ods-for-detecting- 
important-events-and- 
knowledge-from-data- 
security-logs 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/methods-for-detecting-important-events-and-knowledge-from-data- 
security-logs/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/mini 
ng-event-logs-with-slct- 
and-loghound 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/mining-event-logs-with-slct-and-loghound/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 














Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


Nibrary/publications/mitig 
ating-risks-arising-from- 
false-flag-and-no-flag- 
cyber-attacks 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/mitigating-risks-arising-from-false-flag-and-no-flag-cyber- 
attacks/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/mujit 
-vol-11-no-1-2017-the- 
notification-requirement- 
in-transborder-remote- 
search-and-seizure- 
domestic-and- 
international-law- 
perspectives 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/mujlt-vol-11-no-1-2017-the-notification-requirement-in- 
transborder-remote-search-and-seizure-domestic-and-international-law-perspectives/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








Nibrary/publications/mujit 
-vol-9-no-1-2015-mutual- 
legal-assistance-other- 
mechanisms-for- 


accessing- 

extraterritorially-located- 

data 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/muj1lt-vol-9-no-1-2015-mutual-legal-assistance-other-mechanisms-— 
for-accessing-extraterritorially-located-data/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/natio 
nal-cyber-security- 
framework-manual 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-framework-manual/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








Nibrary/publications/natio 
nal-cyber-security- 
organisation-czech- 


republic 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-czech-republic/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/natio 
nal-cyber-security- 
organisation-estonia 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-estonia/ HTTP/1.1 
Cookie: cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

















Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


Nibrary/publications/natio 
nal-cyber-security- 
organisation-france 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-france/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/natio 
nal-cyber-security- 
organisation-hungary 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-hungary/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/natio 
nal-cyber-security- 
organisation-in-israel 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-in-israel/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/natio 
nal-cyber-security- 
organisation-in-poland 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-in-poland/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/natio 
nal-cyber-security- 
organisation-italy 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-italy/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/natio 
nal-cyber-security- 
organisation-lithuania 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-lithuania/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











Nibrary/publications/natio 
nal-cyber-security- 
organisation-slovakia 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-slovakia/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/natio 
nal-cyber-security- 
organisation-spain 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-spain/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/natio 
nal-cyber-security- 
organisation-the- 
netherlandskadri- 
kaskaactive-passive- 
cyber-defence-law- 
national-frameworks- 
policy-strategy-the- 
netherlands 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-the-netherlandskadri- 
kaskaactive-passive-cyber-defence-law-national-frameworks-policy-strategy-the-netherlands/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





























Nibrary/publications/natio 
nal-cyber-security- 
organisation-united- 


kingdom 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-united-kingdom/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/natio 
nal-cyber-security- 
organisation-united- 


states 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-organisation-united-states/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/natio 
nal-cyber-security- 
strategy-guidelines 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/national-cyber-security-strategy-guidelines/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/nato 
-on-its-way-towards-a- 
comfort-zone-in-cyber- 


defence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/nato-on-its-way-towards-a-comfort-zone-in-cyber-defence/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/netw 
ork-ids-alert- 
classification-with- 
frequent-itemset-mining- 
and-data-clustering 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 
Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/network-ids-alert-classification-with-frequent-itemset-mining-and- 
data-clustering/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/library/publications/open 
-source-intelligence- 
open-social-intelligence- 
and-privacy-by-design-a- 
meta-level-rule-of-law 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/open-source-intelligence-open-social-intelligence-and-privacy-by- 
design-a-meta-level-rule-of-law/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/library/publications/pand 
emonium-nation-states- 
national-security-and- 
the-internet 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/pandemonium-nation-states-national-security-and-the-internet/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/library/publications/peac 
etime-regime-for-state- 
activities-in-cyberspace 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /library/publications/peacetime-regime-for-state-activities-in-cyberspace/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/library/publications/perfi 
dy-in-cyberwarfare 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/perfidy-in-cyberwarfare/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/library/publications/princ 
iples-of-cyber- 
deterrence-and-the- 
challenges-in-developing- 
a-credible-cyber- 
deterrence-posture 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/principles-of-cyber-deterrence-and-the-challenges-in-developing-a- 
credible-cyber-deterrence-posture/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

















NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








Nibrary/publications/proa 
ctive-defence-tactics- 
against-on-line-cyber- 


militia 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/proactive-defence-tactics-against-on-line-cyber-militia/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/library/publications/prox 
y-wars-in-cyberspace- 


the-evolving- 

international-law-of- 

attribution 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/proxy-wars-in-cyberspace-the-evolving-international-law-of- 
attribution/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 














Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/library/publications/quan 
titative-system-reliability- 
approach-for-optimizing- 
it-security-costs-in-an-ai- 

environment 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/quantitative-system-reliability-approach-for-optimizing-it- 
security-costs-in-an-ai-environment/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/real- 
time-classification-of-ids- 
alerts-with-data-mining- 


techniques 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/real-time-classification-of-ids-alerts-with-data-mining- 
techniques/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 











Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





Nibrary/publications/regul 
ating-cross-border- 
dependencies-of-critical- 


information- 

infrastructure 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/regulating-cross-border-dependencies-of-critical-information- 
infrastructure/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/library/publications/resp 
onsible-attribution-a- 
prerequisite-for- 
accountability 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/responsible-attribution-a-prerequisite-for-accountability/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 














Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





Nibrary/publications/secu 
rity-event-processing- 
with-simple-event- 


correlator 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/security-event-processing-with-simple-event-correlator/ HTTP/1.1 
Cookie: cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/strat 
egic-cyber-security 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/strategic-cyber-security/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 














Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/stux 
net-facts-report-a- 
technical-and-strategic- 


analysis 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/stuxnet-facts-report-a-technical-and-strategic-analysis/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/stux 
net-facts-report-a- 
technical-and-strategic- 


analysis-2 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/stuxnet-facts-report-a-technical-and-strategic-analysis-2/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/stux 
net-legal-considerations 


One or more email addresses have been found on this page. The majority of spam comes from 


rnet. The spam-bots (also known as email harvesters and 


email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 


Alert group Email address found 
Severity Informational 

email addresses harvested off the inte 
Description 

record any addresses found. 
Recommendations 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/stuxnet-legal-considera 


Check references for details on how to solve this problem. 


tions/ HTTP/1.1 





Cookie: coo 
NYp2Z92Zg; PRI 








EF=£1=50000000; GPS=1 


Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 





Host: ccdcoe.org 
User-Agent: Mozilla/5.0 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/sun- 
tzu-and-cyber-war 


kienotification=hide; VISITOR _INFO1 LIV. 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 





= 
h 
Bi 


vapWOb-LDO; YSC=nw- 


(KHTML, like Gecko) 


One or more email addresses have been found on this page. The majority of spam comes from 


rnet. The spam-bots (also known as email harvesters and 
our the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 


Alert group Email address found 
Severity Informational 
email addresses harvested off the inte 
Description email extractors) are programs that sc 
record any addresses found. 
Recommendations 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/sun-tzu-and-cyber-war/ 
Cookie: cookienotification=hide;VISITOR_INFO1 LIV 
NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 
User-Agent: Mozilla/5.0 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 











Nibrary/publications/syst 
em-mining-inference- 
rules-from-natural- 
language-texts 


Alert group Email address found 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 


Check references for details on how to solve this problem. 


HTTP/1.1 
vapWOb-LDO; YSC=nw- 





= 
G 
Ey 


(KHTML, like Gecko) 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/system-mining-inference-rules-from-natural-language-texts/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 























Nibrary/publications/tallin 
n-paper-the-law-of- 
cyber-targeting 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/tallinn-paper-the-law-of-cyber-targeting/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/tallin 
n-paper-the-nature-of- 
international-law-cyber- 


norms 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/tallinn-paper-the-nature-of-international-law-cyber-norms/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 























Nibrary/publications/tallin 
n-paper-the-role-of- 
offensive-cyber- 
operations-in-natos- 
collective-defence 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/tallinn-paper-the-role-of-offensive-cyber-operations-in-natos- 
collective-defence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/tech 
nical-analysis-of- 
advanced-threat-tactics- 
targeting-critical- 
information- 
infrastructure 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 

Description email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/technical-analysis-of-advanced-threat-tactics-targeting-critical- 
information-infrastructure/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/tech 
nical-and-legal-overview- 
of-the-tor-anonymity- 


network 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/technical-and-legal-overview-of-the-tor-anonymity-network/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/ten- 
rules-for-cyber-security 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/ten-rules-for-cyber-security/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/the- 
applicability-of-the-just- 
war-tradition-to-military- 
cyber-operations 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/the-applicability-of-the-just-war-tradition-to-military-cyber- 
operations/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/the- 
challenge-of-cyber- 
attack-deterrence 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/the-challenge-of-cyber-attack-deterrence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/the- 
critical-need-for- 
international-consensus- 
on-cyber-weapons 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/the-critical-need-for-international-consensus-on-cyber-weapons/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Nibrary/publications/the- 
cyber-defence-unit-of- 
the-estonian-defence- 
league-legal-policy-and- 
organisational-analysis 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 











GET /library/publications/the-cyber-defence-unit-of-the-estonian-defence-league-legal- 
policy-and-organisational-analysis/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/the- 
cyber-threat-to-national- 
critical-infrastructures- 
beyond-theory 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/the-cyber-threat-to-national-critical-infrastructures-—beyond- 
theory/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/the- 
czech-republic-a-case-of- 
a-comprehensive- 
approach-toward- 


cyberspace 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/the-czech-republic-a-case-of-a-comprehensive-approach-toward- 
cyberspace/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/the- 
ethical-basis-of-the-law 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /library/publications/the-ethical-basis-of-the-law/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/the- 
ethics-of-cyber-conflicts- 
in-hyperhistorical- 


societies 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








HTTP/1.1 
Cookie: 


GET /library/publications/the-ethics-of-cyber-conflicts-in-hyperhistorical-societies/ 








cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=f£1=50000000;GPS=1 





Authorization: 


Accept: */* 








Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/the- 
liability-of-software- 


manufacturers-for- 
defective-products 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





HTTP/1.1 
Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /library/publications/the-liability-of-software-manufacturers-for-defective-products/ 





cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z92Zg; PREF=£1=50000000;GPS=1 





Authorization: 


Accept: */* 








Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/the- 


virtual-battlefield- 


perspectives-on-cyber- 
warfare-proceedings- 


2009 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 








GET /library/publications/the-virtual-battlefield-perspectives-on-cyber-warfare-proceedings- 
2009/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/theo 
retical-model-for- 
creating-a-nation-state- 
level-offensive-cyber- 


capability 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/theoretical-model-for-creating-a-nation-state-level-offensive- 
cyber-capability/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Nibrary/publications/theo 
retical-offensive-cyber- 
militia-models 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


Q 





ET /library/publications/theoretical-offensive-cyber-militia-models/ HTTP/1.1 


Cookie: 





cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/towa 
rds-a-model-facilitating- 
discussions-about-cyber- 
attacks-and-defences 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /library/publications/towards-a-model-facilitating-discussions-—about-cyber-attacks-and- 


defences/ HTTP/1.1 


Cookie: 











cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 


NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/towa 


rds-an-active- 


autonomous-and- 


intelligent-cyber-defense- 
of-military-systems-the- 
nato-aica-reference- 


architecture 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





GET /library/publications/towards-an-active-autonomous-and-intelligent-cyb 





r-defense-of- 


military-systems-the-nato-aica-reference-architecture/ HTTP/1.1 


Cookie: 





cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/traci 


ng-opinio-juris-in- 


national-cyber-security- 
strategy-documents 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





documents/ 
Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





GET /library/publications/tracing-opinio-juris-in-national-cyber-security-strategy- 
HTTP/1.1 











cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 


NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Nibrary/publications/usin 
g-security-logs-for- 
collecting-and-reporting- 


technical-security- 


metrics 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





GET /library/publications/using-security-logs-for-collecting-and-reporting-technical- 
security-metrics/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/viole 
nce-just-war-and-the- 
twofold-dimension-of- 


cyber-war 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/violence-just-war-and-the-twofold-dimension-of-cyber-war/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Nibrary/publications/work 
shop-on-ethics-and- 
policies-for-cyber- 
warfare-report 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/workshop-on-ethics-and-policies-for-cyber-warfare-report/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








Nibrary/publications/work 
shop-on-ethics-of-cyber- 
conflict-proceedings 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /library/publications/workshop-on-ethics-of-cyber-conflict-proceedings/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














llocked-shields 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /locked-shields/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2008 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2008/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2008/centre-is-the- 
first-international- 
military-organization- 
hosted-by-estonia 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Gl 


GET /news/2008/centre-is-the-first-international-military-organization-hosted-by-estonia/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2008/estonian- 
swedish-cyber-defence- 
exercise-conducted 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2008/estonian-swedish-cyber-defence-exercise-conducted/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2009 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2009/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2009/king-of-spain- 
visited-the-centre 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2009/king-of-spain-visited-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2009/president-of- 
estonia-opened- 
international-cyber- 
conflict-legal-and-policy- 


conference 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2009/president-of-estonia-opened-international-cyber-conflict-legal-and-policy- 
conference/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2009/the-centre- 
signs-an-agreement- 


with-seb 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2009/the-centre-signs-an-agreement-with-seb/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2010 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2010/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 











Connection: Keep-alive 


/news/2010/baltic-cyber- 
shield-to-train-technical- 
skills-for-countering- 
cyber-attacks 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


G 
HTTP/1.1 
Cookie: 





El 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


T /news/2010/baltic-cyber-shield-to-train-technical-skills-for-countering-cyber-attacks/ 











cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 


NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2010/centre-and- 
act-host-nato-in-the- 
cyber-commons- 
workshop 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2010/centre-and-act-host-nato-in-the-cyber-commons-workshop/ HTTP/1.1 
cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2010/centre- 
supports-natos-cyber- 
coalition-2010 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2010/centre-supports-natos-cyber-coalition-2010/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2010/hungary- 

joins-the-centre 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2010/hungary-joins-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2010/ieee-to- 
sponsor-centres- 
conference-in-2011 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2010/ieee-to-sponsor-centres-conference-in-2011/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2010/president- 
ilves-opens-the- 
conference-on-cyber- 


conflict 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2010/president-ilves-opens-the-conference-on-cyber-conflict/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2010/saceur-visits- 


the-centre 
Alert group Email address found 
Severity Informational 
One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2010/saceur-visits-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2010/sikorski- 
poland-will-join-the- 
centre-in-2011 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2010/sikorski-poland-will-join-the-centre-in-2011/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2010/symantec- 
and-centre-experts-to- 
research-online-threats 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2010/symantec-and-centre-experts-to-research-online-threats/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2011 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2011/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











Inews/2011/3rd- 
international-conference- 
on-cyber-conflict-to- 
analyse-the-nature-of- 
cyber-forces 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2011/3rd-international-conference-on-cyber-conflict-to-analyse-the-nature-of- 
cyber-forces/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2011/general- 

stphane-abrial-visits-the- 

centre 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2011/general-stphane-abrial-visits-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2011/joint- 
workshop-with-enisa-on- 
countering-botnets 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2011/joint-workshop-with-enisa-on-countering-botnets/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 














User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2011/nato- 
assistant-secretary- 
general-gbor-ikldy-visits- 


the-centre 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2011/nato-assistant-secretary-general-gbor-ikldy-visits-the-centre/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2011/poland-and- 
us-join-the-centre 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2011/poland-and-us-join-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2011/the-third- 


international-conference- 
on-cyber-conflict- 
brought-together-380- 
experts-from-across-the- 
world 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2011/the-third-international-conference-on-cyber-conflict-brought-together-380- 


experts-from-across-the-world/ HTTP/1.1 


Cookie: 











cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 


NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 








Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2012 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2012/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2012/change-of- 
command 


Alert group 
Severity 


Email address found 


Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
ae email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2012/change-of-command/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Inews/2012/cycon- 
brought-together-400- 
experts-of-law-it-and- 


policy 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2012/cycon-brought-together-400-experts-of-law-it-and-policy/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2012/experts- 
gather-in-tallinn-for-the- 
conference-on-cyber- 


conflict 
Alert group Email address found 
Severity Informational 
One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 


record any addresses found. 
Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2012/experts-gather-in-tallinn-for-the-conference-on-cyber-conflict/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2012/international- 
cyber-defence-exercise- 
locked-shields-2012- 
begins-today 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





El 


GET /news/2012/international-cyber-defence-exercise-locked-shields-2012-begins-today/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2012/nato- 

secretary-general-visits- 

the-centre 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2012/nato-secretary-general-visits-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2012/the- 

netherlands-joins-the- 

centre 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2012/the-netherlands-joins-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2013 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2013/ HTTP/1.1 
Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/news/2013/david- 
cameron-announced- 
uks-plans-to-join-the- 


centre 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2013/david-cameron-announced-uks-plans-to-join-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2013/finland-aims- 
to-become-centres- 
contributing-participant 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2013/finland-aims-to-become-centres-contributing-participant/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 








Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2013/four-legal- 
experts-appointed-as- 
centres-senior-fellows 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2013/four-legal-experts-appointed-as-centres-senior-fellows/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2013/france-will- 
join-the-centre-in-2013 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2013/france-will-join-the-centre-in-2013/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2013/high-level- 
nato-officials-visited-the- 
centre 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2013/high-level-nato-officials-visited-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2013/international- 
conference-on-cyber- 
conflict-starts-tomorrow 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2013/international-conference-on-cyber-conflict-starts-tomorrow/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2013/international- 
cyber-defence-exercise- 
begins-today 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2013/international-cyber-defence-exercise-begins-today/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2013/liaison- 
established-with-the- 
european-defence- 


agency 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2013/liaison-established-with-the-european-defence-agency/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2013/nato-team- 
wins-the-locked-shields- 
cyber-defence-exercise 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2013/nato-team-wins-the-locked-shields-cyber-defence-exercise/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 























/news/2013/newsletter- 
half-the-alliance-on- 
board-more-to-come- 


soon 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2013/newsletter-half-the-alliance-on-board-more-to-come-soon/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2013/newsletter- 
peacetime-regime 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2013/newsletter-peacetime-regime/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2013/the-centre- 
signed-a-cooperation- 
agreement-with-code 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2013/the-centre-signed-a-cooperation-agreement-with-code/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2014 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 
ludovica.glorioso@ccdcoe.org 
Details cfp@ccdcoe.org 


ccdcoe@ccdcoe.org 





GET /news/2014/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 








Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2014/26-countries- 
participate-in- 
international-law-of- 
cyber-operations-course 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

cfp@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 





El 


GET /news/2014/26-countries-participate-in-international-law-of-cyber-operations-course/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2014/austria- 
became-the-first-non- 
nato-nation-to-join-the- 


centre 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/austria-became-the-first-non-nato-nation-to-join-the-centre/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 














Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2014/centre- 
contributed-to-the-new- 
estonian-cyber-security- 


strategy 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/centre-contributed-to-the-new-estonian-cyber-security-strategy/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/centre- 
contributes-to-natos- 
largest-ever- 
multinational-cyber- 
defence-exercise 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/centre-contributes-to-natos-largest-ever-multinational-cyber-defence- 
exercise/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 














Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2014/centre- 
invites-internship- 
applications-for-2015 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/centre-invites-internship-applications-for-2015/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/cyber- 
defense-exercise-locked- 
shields-covered-in-wired- 


magazine 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2014/cyber-defense-exercise-locked-shields-covered-in-wired-magazine/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2014/cycon-2014- 
brought-together-450- 
experts-to-discuss- 
active-cyber-defence 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


GI 
HTTP/1.1 





Pl 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





T /news/2014/cycon-2014-brought-together-450-experts-to-discuss-active-cyber-defence/ 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp22Z9Zg; PREF=£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2014/cycon-2014- 
discusses-active-cyber- 
defence 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





GET /news/2014/cycon-2014-discusses-active-cyber-defence/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2014/cycon-2014- 
materials-available 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2014/cycon-2014-materials-available/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2014/cycon-2015- 
call-for-papers-closes-in- 


a-month 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

cfp@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 





GET /news/2014/cycon-2015-call-for-papers-closes-in-a-month/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/czech- 
republic-france-and- 
united-kingdom-joined- 
the-centre 


Alert group Email address found 


Severity Informational 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2014/czech-republic-france-and-united-kingdom-joined-the-centre/ HTTP/1.1 














cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 


NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2014/deadline- 
internship-opportunities- 
at-the-nato-cooperative- 
cyber-defence-centre-of- 
excellence 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





GET /news/2014/deadline-internship-opportunities-at-the-nato-cooperative-cyber-defence- 


centre-of-excellence/ HTTP/1.1 





Cookie: 











cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 


NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2014/development- 


of-new-international-law- 
to-govern-cyber- 
doubtful-new-tallinn- 
paper-says 

Alert group 


Severity 


Email address found 


Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Desenndon email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/development-of-new-international-law-to-govern-cyber-doubtful-new-tallinn- 
paper-says/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/economic- 
implications-of-cyber- 
security-discussed-in- 


tallinn 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/economic-implications-of-cyber-security-discussed-in-tallinn/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2014/ethics-and- 
policies-for-cyber- 
warfare-discussed-at- 
the-university-of-oxford 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

ludovica.glorioso@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 





El 


GET /news/2014/ethics-and-policies-for-cyber-warfare-discussed-at-the-university-of-oxford/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2014/ethics-in- 
cyber-security- 
workshop-registration- 
deadline-approaching 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/ethics-in-cyber-security-workshop-registration-deadline-approaching/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/general- 
breedlove- 
understanding-cyber- 
important-for-the-future- 


of-nato 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 


email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Rescubion email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





CJ 


GET /news/2014/general-breedlove-understanding-cyber-important-for-the-future-of-nato/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2014/incyder- 
comprehensive-tool-for- 
cyber-security-research- 


launched 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

ludovica.glorioso@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 





GET /news/2014/incyder-comprehensive-tool-for-cyber-security-research-launched/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/international- 
cyber-defence-exercise- 
locked-shields-2014- 
begins-today 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 


email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Reseibicn email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Gl 





GET /news/2014/international-cyber-defence-exercise-locked-shields-2014-begins-today/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2014/jan-stinissen- 
discusses-international- 
law-at-suits-and-spooks 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/jan-stinissen-discusses-international-law-at-suits-and-spooks/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/japanese- 
delegation-cyber- 
defence-calls-for- 
cooperation 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 


Description they come across. Spambot programs look for strings like myname@mydomain.com and then 


record any addresses found. 
Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/japanese-delegation-cyber-defence-calls-for-cooperation/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/new-incyder- 
natos-enhanced-cyber- 
defence-policy-right-to- 
be-forgotten-and-more 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/new-incyder-natos-enhanced-cyber-defence-policy-right-to-be-forgotten-and- 
more/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2014/new-tallinn- 
paper-digital-power- 
gives-asymmetric- 
advantage-to-small- 


states 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


a 





Fl 


GET /news/2014/new-tallinn-paper-digital-power-gives-asymmetric-advantage-to-small-states/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2014/newsletter- 
active-new-year 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/newsletter-active-new-year/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/newsletter- 
defending-berylia 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2014/newsletter-defending-berylia/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/newsletter- 
norms-of-behaviour-for- 


cyberspace 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/newsletter-norms-of-behaviour-for-cyberspace/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/north- 

atlantic-council-visited- 

the-centre 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2014/north-atlantic-council-visited-the-centre/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

















Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/news/2014/norwegian- 
chief-of-defence-visits- 


the-centre 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2014/norwegian-chief-of-defence-visits-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/poland-was- 
crowned-the-winner-of- 
locked-shields-2014 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2014/poland-was-crowned-the-winner-of-locked-shields-2014/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

















Connection: Keep-alive 


/news/2014/professor- 
schmitt-explores-state- 
rights-to-use-force-at- 
new-york-university 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





El 





GET /news/2014/professor-schmitt-explores-state-rights-to-use-force-at-new-york-university/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2014/reminder- 
ethics-in-cyber-security- 
workshop-registration- 
deadline-this-week 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

ludovica.glorioso@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 





Pl 


GET /news/2014/reminder-ethics-in-cyber-security-workshop-registration-deadline-this-week/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 

















Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2014/secretary- 
general-stoltenberg- 
cyber-is-part-of-nato- 
collective-defence 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Gl 


GET /news/2014/secretary-general-stoltenberg-cyber-is-part-of-nato-collective-defence/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2014/the-centre- 
celebrates-its-6th- 
anniversary 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2014/the-centre-celebrates-its-6th-anniversary/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2014/the-centre- 
signs-a-cooperation- 
agreement-with-the- 
estonian-defence-league 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


x 








El 


GET /news/2014/the-centre-signs-a-cooperation-agreement-with-the-estonian-defence-league/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2014/vice-admiral- 
hudson-deeper-debate- 
on-cyber-needed 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

cfp@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 





GET /news/2014/vice-admiral-hudson-deeper-debate-on-cyber-needed/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/20-questions- 


to-ask-yourself-to-avoid- 
smartphone-disasters 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/20-questions-to-ask-yourself-to-avoid-smartphone-disasters/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/21-top- 
international-law- 
experts-discuss-tallinn- 
manual-2-0-video 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/21-top-international-law-experts-discuss-tallinn-manual-2-0-video/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/35-states- 
attend-tallinn-manual- 
consultations 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/35-states-attend-tallinn-manual-consultations/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/400- 
participate-in-largest- 
live-fire-cyber-defence- 
exercise-locked-shields- 


2015 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/400-participate-in-largest-live-fire-cyber-defence-exercise-locked-shields- 
2015/ HITP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/a-lot-to-look- 
forward-to-in-2015 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2015/a-lot-to-look-forward-to-in-2015/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/ambassador- 
ducaru-nato-not-to- 
militarise-cyberspace 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/ambassador-ducaru-nato-not-to-militarise-cyberspace/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/baltic-finnish- 
chiefs-of-defence-visit- 


centre 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details 
ccdcoe@ccdcoe.org 








GET /news/2015/baltic-finnish-chiefs-of-defence-visit-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/belgium-set- 
to-join-the-nato- 
cooperative-cyber- 
defence-centre-of- 


excellence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





El 


GET /news/2015/belgium-set-to-join-the-nato-cooperative-cyber-defence-centre-of-excellence/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2015/call-for- 
papers-cycon-2015- 
student-awards 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 
Pattern found: 


Details 


ccdcoe@ccdcoe.org 


GET /news/2015/call-for-papers-cycon-2015-student-awards/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/centre- 
contributes-to-natos- 
largest-cyber-defence- 


exercise 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/centre-contributes-to-natos-largest-cyber-defence-exercise/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/centre- 
estonian-defence-league- 
sign-cooperation- 


agreement 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2015/centre-estonian-defence-league-sign-cooperation-agreement/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/centre-signs- 
cooperation-agreement- 
with-estonian- 
information-system- 


authority 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/centre-signs-cooperation-agreement-with-estonian-information-system- 
authority/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2015/combine- 
cycon-conference-and- 
international-cyber-law- 


course 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


Q 





ET /news/2015/combine-cycon-conference-and-international-cyber-law-course/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/croatian- 
prime-minister-tallinn- 
manual-is-an-icebreaker 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/croatian-prime-minister-tallinn-manual-is-an-icebreaker/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/cyber- 
warfare-integral-part-of- 
modern-politics-new- 
analysis-reaffirms 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


2 





El 


GET /news/2015/cyber-warfare-integral-part-of-modern-politics-new-analysis-reaffirms/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

















Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





Inews/2015/cycon-2015- 
materials-now-public 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2015/cycon-2015-materials-now-public/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2015/cycon-2015- 
registration-now-open 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/cycon-2015-registration-now-open/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2015/cycon-2016- 
to-focus-on-cyber-power 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/cycon-2016-to-focus-on-cyber-power/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2015/cycon- 

registration-now-closed 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/cycon-registration-now-closed/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2015/cycon- 

session-overviews-may- 

27 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 


email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/cycon-session-overviews-may-27/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2015/cycon- 

session-overviews-may- 

28 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/cycon-session-overviews-may-28/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2015/cycon- 

session-overviews-may- 

29 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/cycon-session-overviews-may-29/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/deadlines- 
approaching-autumn- 
internship-opportunities 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/deadlines-approaching-autumn-internship-opportunities/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/extended- 
deadline-for-public- 
relations-internship-in- 


2015 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2015/extended-deadline-for-public-relations-internship-in-2015/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/finnish-greek- 
and-turkish-flag-fly-at- 
the-nato-cooperative- 
cyber-defence-centre-of- 


excellence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 
Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/finnish-greek-and-turkish-flag-fly-at-the-nato-cooperative-cyber-defence- 
centre-of-excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2015/general-sir- 
barrons-militaries-to- 
develop-cyberinstinct 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


G 
Cookie: 
Authorization: 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 





cookienotification=hide 
Basic YW5vbn1ltb3VzOmFub255bW91cw== 








/news/2015/glossary-of- 
cyber-terms-and- 
definitions-substantially- 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 


ET /news/2015/general-sir-barrons-militaries-to-develop-cyberinstinct/ HTTP/1.1 


(KHTML, like Gecko) 


One or more email addresses have been found on this page. The majority of spam comes from 


rnet. The spam-bots (also known as email harvesters and 
our the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 


updated 
Alert group Email address found 
Severity Informational 
email addresses harvested off the inte 
Description email extractors) are programs that sc 
record any addresses found. 
Recommendations 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/glossary-of-cyber-terms-and-defini 
Cookie: cookienotification=hide;VISITOR_INFO1 LIV 
NYp2Z9Zg; PREF=£1=50000000; GPS=1 








Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 





Host: ccdcoe.org 
User-Agent: Mozilla/5.0 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/greece- 
turkey-and-finland-to- 
join-the-nato- 
cooperative-cyber- 
defence-centre-of- 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 


Check references for details on how to solve this problem. 


tions-substantially-updated/ HTTP/1.1 
vapWOb-LDO; YSC=nw- 





= 
h 
a 


(KHTML, like Gecko) 


One or more email addresses have been found on this page. The majority of spam comes from 


rnet. The spam-bots (also known as email harvesters and 
our the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 


excellence 
Alert group Email address found 
Severity Informational 
email addresses harvested off the inte 
Description email extractors) are programs that sc 
record any addresses found. 
Recommendations 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


G 
of-excellence/ HTTP/1.1 





Check references for details on how to solve this problem. 


ET /news/2015/greece-turkey-and-finland-to-join-the-nato-cooperative-cyber-defence-centre- 





Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/ilves-rogers- 
ducaru-among-cycon- 


speakers 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/ilves-rogers-ducaru-among-cycon-speakers/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/jeb-bush- 
takes-a-detailed-look-at- 
cyber-defence 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2015/jeb-bush-takes-a-detailed-look-at-cyber-defence/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

















Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2015/largest- 
international-technical- 
cyber-defence-exercise- 
takes-place-this-week 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





El 


GET /news/2015/largest-international-technical-cyber-defence-exercise-takes-place-this-week/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2015/latvian- 
minister-of-defence- 
briefed-on-cyber-security 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2015/latvian-minister-of-defence-briefed-on-cyber-security/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 























Connection: Keep-alive 


/news/2015/legal-experts- 
concerned-about-human- 
rights-in-cyberspace 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/legal-experts-concerned-about-human-rights-in-cyberspace/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/legal-order- 
as-deterrence-in- 


cyberspace 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/legal-order-as-deterrence-in-cyberspace/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/major- 
international-cyber- 
conflict-conference- 


opens-tomorrow 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/major-international-cyber-conflict-conference-opens-tomorrow/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/national- 
cyber-security- 
structures-mapped-and- 


compared 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/national-cyber-security-structures-mapped-and-compared/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/nato- 
parliamentary-assembly- 
committee-visits-centre 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
ae email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/nato-parliamentary-assembly-committee-visits-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/ncirc-wins- 
cyber-defence-exercise- 
locked-shields-2015 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/ncirc-wins-cyber-defence-exercise-locked-shields-2015/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2015/new-analysis- 
helps-states-mitigate- 
risks-arising-from-cross- 
border-dependencies 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/new-analysis-helps-states-mitigate-risks-arising-from-cross-border- 
dependencies/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/new-book- 
explores-cyber-war-and- 
russian-aggression- 
against-ukraine 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2015/new-book-explores-cyber-war-and-russian-aggression-against-ukraine/ HTITP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/new-legal- 
analysis-considers- 


access-to- 

extraterritorially-located- 

data 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


a 





CJ 


GET /news/2015/new-legal-analysis-considers-access-to-extraterritorially-located-data/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1_LIVE=-vapWOb-LD0;YSC=nw- 

NYp2Z9Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/new-on- 
incyder-eu-court-finds- 
eu-us-personal-data- 
transfers-not-safe- 


enough 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


" 





EJ 


GET /news/2015/new-on-incyder-eu-court-finds-eu-us-personal-data-transfers-not-safe-enough/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/new-study- 
defending-mobile- 
devices-for-high-level- 
officials-and-decision- 


makers 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/new-study-defending-mobile-devices-for-high-level-officials-and-decision- 
makers/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z9Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/new-study- 
how-to-detect-and- 
mitigate-threats-from- 
malicious-insiders 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Gl 


GET /news/2015/new-study-how-to-detect-and-mitigate-threats-from-malicious-insiders/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/new-tallinn- 
paper-international-law- 
should-not-serve- 
interests-of-particular- 


nations 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/new-tallinn-paper-international-law-should-not-serve-interests-of-particular- 
nations/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/nsa-director- 
the-ability-to-move- 
information-freely- 
should-not-be-controlled 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


= 





Pl 


GET /news/2015/nsa-director-the-ability-to-move-information-freely-should-not-be-controlled/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/public- 
relations-internship-in- 


2015 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


f ccdcoe@ccdcoe.org 
Details 





GET /news/2015/public-relations-internship-in-2015/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/reminder- 
cycon-2016-call-for- 
papers-ends-on-october- 


1st 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/reminder-cycon-2016-call-for-papers-ends-on-october-l1st/ HTTP/1.1 
Cookie: cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/reminder- 
cycon-registration- 
closes-soon 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/reminder-cycon-registration-closes-soon/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/reminder- 
new-book-on-cyber-war- 
and-russian-aggression- 
against-ukraine- 
presented-next-tuesday 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2015/reminder-new-book-on-cyber-war-and-russian-aggression-against-ukraine- 
presented-next-tuesday/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 























/news/2015/secretary- 
carter-to-visit-nato- 
cooperative-cyber- 
defence-centre-of- 


excellence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2015/secretary-carter-to-visit-nato-cooperative-cyber-defence-centre-of- 
excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/senators- 
mccain-whitehouse- 
barrasso-take-active- 
interest-in-cyber- 


exercises 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





El 


GET /news/2015/senators-mccain-whitehouse-barrasso-take-active-interest-in-cyber-exercises/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/sir- 
christopher-harper-we- 
need-agile-decision- 
making-on-cyber 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/sir-christopher-harper-we-need-agile-decision-making-on-cyber/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/slovak- 
president-people-need- 
to-be-safe-on-and-offline 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2015/slovak-president-people-need-to-be-safe-on-and-offline/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/statement- 
regarding-connection-to- 
foreign-websites 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/statement-regarding-connection-to-foreign-websites/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 














Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2015/states- 
should-not-attack- 
critical-infrastructure- 
national-emergency- 
response-teams-un- 
report-reveals 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2015/states-should-not-attack-critical-infrastructure-national-emergency-response- 
teams-un-report-reveals/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/sven-sakkov- 
assumes-command-of- 
nato-ccdcoe 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/sven-sakkov-assumes-command-of-nato-ccdcoe/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 














Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2015/sven-sakkov- 
to-become-director-of- 
the-nato-cooperative- 
cyber-defence-centre-of- 


excellence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2015/sven-sakkov-to-become-director-of-the-nato-cooperative-cyber-defence-centre- 
of-excellence/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/sweden-to- 
join-nato-cooperative- 
cyber-defence-centre-of- 


excellence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/sweden-to-join-nato-cooperative-cyber-defence-centre-of-excellence/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

















User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/tallinn- 
manual-2-0-to-be- 
completed-in-2016 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2015/tallinn-manual-2-0-to-be-completed-in-2016/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/tallinn- 
manual-follow-up-more- 
relevant-than-ever 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/tallinn-manual-follow-up-more-relevant-than-ever/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/tallinn-paper- 


offensive-cyber- 
operations-should-not- 


be-ignored 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2015/tallinn-paper-offensive-cyber-operations-should-not-be-ignored/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/technical- 
experts-practice- 
stopping-malicious- 
cyber-activities 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/technical-experts-practice-stopping-malicious-cyber-activities/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/ursula-von- 
der-leyen-cyber-to-be- 
better-integrated-into- 
defence 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2015/ursula-von-der-leyen-cyber-to-be-better-integrated-into-defence/ HTTP/1.1 
cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

















NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/us-to- 
increase-contribution-to- 
cooperative-cyber- 
defence-secretary-carter- 
announces 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





announces/ HTTP/1.1 


Cookie: 


GET /news/2015/us-to-increase-contribution-to-cooperative-cyber-defence-s 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





cretary-carter- 





cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=£1=50000000;GPS=1 
Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Authorization: 
Accept: */* 








Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/video- 
colonel-suzik-hands- 
command-of-the-centre- 
over-to-sven-sakkov 


Alert group 


Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/video-colonel-suzik-hands-command-of-the-centre-over-to-sven-sakkov/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/volunteer-at- 


cycon-2015 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2015/volunteer-at-cycon-2015/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/workshop- 
on-ethics-and-policies- 
for-cyber-warfare-report 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2015/workshop-on-ethics-and-policies-for-cyber-warfare-report/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/13-nations- 
trained-in-protecting- 
critical-information- 


infrastructure 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





El 


GET /news/2016/13-nations-trained-in-protecting-critical-information-infrastructure/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2016/angela- 

merkel-briefed-on-cyber- 

security 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details 





ccdcoe@ccdcoe.org 





GET /news/2016/angela-merkel-briefed-on-cyber-security/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp22Z9Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/belgian- 
minister-of-defence- 
investing-in-cyber- 

security-is-essential 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


GI 
HTTP/1.1 





CJ 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


T /news/2016/belgian-minister-of-defence-investing-in-cyber-security-is-essential/ 





Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/call-for- 
papers-2017 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Q 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


ET /news/2016/call-for-papers-2017/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/call-for- 
papers-cycon-2016- 
student-awards 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2016/call-for-papers-cycon-2016-student-awards/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/call-for- 
papers-cycon-u-s-to- 
focus-on-protecting-the- 


future 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/call-for-papers-cycon-u-s-to-focus-on-protecting-the-future/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 














Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2016/centre- 
ambassador-rain-ottis- 
decorated-with-the- 
order-of-white-star 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/centre-ambassador-rain-ottis-decorated-with-the-order-of-white-star/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/cyber- 
defence-exercise- 
focuses-on-vulnerability- 


testing 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2016/cyber-defence-exercise-focuses-on-vulnerability-testing/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 














Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2016/cycon-2016- 
keynotes-broadcast-live 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2016/cycon-2016-keynotes-broadcast-live/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2016/cycon-2016- 
registration-is-now- 


closed 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2016/cycon-2016-registration-is-now-closed/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/cycon-2016- 
registration-now-open 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/cycon-2016-registration-now-open/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











Inews/2016/cycon-2017- 
to-focus-on-defending- 


the-core 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2016/cycon-2017-to-focus-on-defending-the-core/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/cycon-seeks- 
submissions-from-junior- 


scholars 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/cycon-seeks-submissions-from-junior-scholars/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2016/cycon- 

session-overviews-june- 

01 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/cycon-session-overviews-june-01/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/cycon- 

session-overviews-june- 

02 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/cycon-session-overviews-june-02/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/cycon- 

session-overviews-june- 

03 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/cycon-session-overviews-june-03/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/danish- 
minister-of-defence- 
visits-centre 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


Q 





ET /news/2016/danish-minister-of-defence-visits-centre/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/dnc-hack-an- 
escalation-that-cannot- 


be-ignored 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/dnc-hack-an-escalation-that-cannot-be-ignored/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/estonian- 
president-nations-to- 
substantiate-the-nature- 
of-cyber-defence 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


= 





Gl 


GET /news/2016/estonian-president-nations-to-substantiate-the-nature-of-cyber-defence/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 














Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/exercise- 
locked-shields-2016- 
highlights-priorities-in- 
cyber-defence 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2016/exercise-locked-shields-2016-highlights-priorities-in-cyber-defence/ HTTP/1.1 











Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/experts- 
imperative-that-states- 
focus-on-international- 
norms-governing- 
cyberspace 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2016/experts-imperative-that-states-focus-on-international-norms-governing- 
cyberspace/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2016/experts- 
multiple-international- 
law-regimes-apply-to- 
cyber-operations 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Fl 


GET /news/2016/experts-multiple-international-law-regimes-apply-to-cyber-operations/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/experts-nato- 
policy-lags-behind- 
nations-in-cyber-defence 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/experts-nato-policy-lags-behind-nations-in-cyber-defence/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 














Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/general-van- 
caelenberge-modern- 
threats-require-adapted- 


response 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/general-van-caelenberge-modern-threats-require-adapted-response/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/ilves-rid- 
libicki-among-cycon- 
2016-speakers 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2016/ilves-rid-libicki-among-cycon-2016-speakers/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/international- 


cyber-conference-opens- 
tomorrow-in-tallinn 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/international-cyber-conference-opens-tomorrow-in-tallinn/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/international- 
cyber-norms-analysed- 


in-new-book 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/international-cyber-norms-analysed-in-new-book/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2016/internship- 
reminder-pr-at-nato- 
cooperative-cyber- 
defence-centre-of- 
excellence 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/internship-reminder-pr-at-nato-cooperative-cyber-defence-centre-of- 
excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/legal-experts- 
on-the-iphone- 
encryption-case-the- 
precedent-will-influence- 
whole-industry 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2016/legal-experts-—on-the-iphone-encryption-case-the-precedent-will-influence- 
whole-industry/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2016/looking- 

forward-to-2017 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 


oe email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/looking-forward-to-2017/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/nato-ccd- 
coe-contributed-to- 
natos-cyber-coalition- 


exercise 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/nato-ccd-coe-contributed-to-natos-cyber-coalition-exercise/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-and-baltic- 
defence-college-sign- 
cooperation-agreement 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/nato-cooperative-cyber-defence-centre-of-excellence-and-baltic-defence- 
college-sign-cooperation-agreement/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/new-analysis- 
looks-at-chinese-cyber- 
developments 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/new-analysis-looks-at-chinese-cyber-developments/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2016/new-incyder- 
analysis-nato-should- 
develop-core-cyber- 
defence-capabilities 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








Fl 


GET /news/2016/new-incyder-analysis-nato-should-develop-core-cyber-defence-capabilities/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/over-50- 
states-consult-tallinn- 


manual-2-0 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2016/over-50-states-consult-tallinn-manual-2-0/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/potential- 
cyber-war-influences- 
modern-societies- 
experts-confirm 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/potential-cyber-war-influences-modern-societies-experts-confirm/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/president- 
ilves-cyber-security- 
cooperation-to- 
concentrate-on- 
international-law 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/president-ilves-cyber-security-cooperation-to-concentrate-on-international- 
law/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/president- 
ilves-describes-cyber-as- 
fifth-domain-of-warfare 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2016/president-ilves-describes-cyber-as-fifth-domain-of-warfare/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/reminder- 
cycon-2017-abstracts- 
deadline-on-october-3 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2016/reminder-cycon-2017-abstracts-deadline-on-october-3/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/slovakia- 
wins-locked-shields- 
2016-ahead-of-nato-and- 


finland 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2016/slovakia-wins-locked-shields-2016-ahead-of-nato-and-finland/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 














Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/news/2016/sweden-to- 
contribute-expertise-to- 
nato-cooperative-cyber- 
defense-centre-of- 


excellence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2016/sweden-to-contribute-expertise-to-nato-cooperative-cyber-defense-centre-of- 
excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/tallinn- 
manual-inducted-into- 
the-cybersecurity-canon 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/tallinn-manual-inducted-into-the-cybersecurity-canon/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 














Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2016/technology- 
experts-on-fbi-vs-apple- 
there-are-no-technical- 
obstacles-to-creating- 
back-door-software 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2016/technology-experts-on-fbi-vs-apple-there-are-no-technical-obstacles-to- 
creating-back-door-software/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/the-first- 
cycon-u-s-will-take- 
place-21-23-october-in- 
washington-d-c 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2016/the-first-cycon-u-s-will-take-place-21-23-october-in-washington-d-c/ HTTP/1.1 
Cookie: cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

















User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/vadm- 
takanen-finland-needs- 
cyber-defence-experts 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2016/vadm-takanen-finland-needs-cyber-defence-experts/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2016/worlds- 
largest-international- 
technical-cyber-defence- 
exercise-takes-place- 


next-week 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2016/worlds-largest-international-technical-cyber-defence-exercise-takes-place- 
next-week/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 














Connection: Keep-alive 


/news/2016/worlds- 
largest-international- 
technical-cyber-defence- 
exercise-trains-network- 
defenders 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





defenders/ HTTP/1.1 


Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2016/worlds-largest-international-technical-cyber-defence-exercise-trains-network- 








cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/adm-howard- 


langner-gaycken-among- 
cycon-2017-speakers 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2017/adm-howard-langner-gaycken-among-cycon-2017-speakers/ HTTP/1.1 
cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/call-for- 
cycon-2018-papers-is- 


closed 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


terence.kelley@usma.edu 
Details 
ccdcoe@ccdcoe.org 


GET /news/2017/call-for-cycon-2018-papers-is-closed/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2017/cyber- 
defence-exercise- 
focuses-on-responsive- 
cyber-defence-scenario 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 











GET /news/2017/cyber-defence-exercise-focuses-on-responsive-cyber-defence-scenario/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/cyber-power- 
conference-materials- 


now-available-online 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2017/cyber-power-conference-materials-now-available-online/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp229Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2017/cycon-2017- 
photos 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2017/cycon-2017-photos/ HTTP/1.1 





Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2017/cycon-2017- 
registration-now-open 


Alert group 
Severity 


Description 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/cycon-2017-registration-now-open/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2017/cycon-2017- 
starts-in-four-weeks 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2017/cycon-2017-starts-in-four-weeks/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2017/cycon-2018- 
call-for-papers-is-now- 


open 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


wowsmith123456@posteo.net 


Details ccdcoe@ccdcoe.org 





GET /news/2017/cycon-2018-call-for-papers-is-now-open/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2017/cycon-2018- 
papers-are-expected-by- 


2-october 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/cycon-2018-papers-are-expected-by-2-october/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2017/cycon-u-s- 
call-for-papers-is-now- 


open 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/cycon-u-s-call-for-papers-is-now-open/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/cycon-u-s- 
website-info-used-as- 
decoy-in-malicious- 


campaign 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

terence.kelley@usma.edu 


Details 
ccdcoe@ccdcoe.org 





GET /news/2017/cycon-u-s-website-info-used-as-decoy-in-malicious-campaign/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/czech-team- 
wins-cyber-defence- 
exercise-locked-shields- 


2017 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 
Pattern found: 


Details ccdcoe@ccdcoe.org 





Q 


ET /news/2017/czech-team-wins-cyber-defence-exercise-locked-shields-2017/ HTITP/1.1 





Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/eda-chief- 
executive-mr-jorge- 
domecq-discussed- 
cooperation-with-the- 


centre 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


a 





Pl 


GET /news/2017/eda-chief-executive-mr-jorge-domecq-discussed-cooperation-with-the-centre/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2017/eu- 
cybersecurity-package- 
new-potential-for-eu-to- 
cooperate-with-nato 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/eu-cybersecurity-package-new-potential-for-eu-to-cooperate-with-nato/ 
HTTP/1.1 





Cookie: 








cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 





NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/geneva- 
conventions-apply-to- 
cyberspace-no-need-for- 


a-digital-geneva- 
convention 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





convention/ 
Cookie: 


GET /news/2017/geneva-conventions-apply-to-cyberspace-no-n 
HTTP/1.1 
cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
wowsmith123456@posteo.net 


ccdcoe@ccdcoe.org 





d-for-a-digital-geneva- 











NYp22Z9Zg; PREF=f£1=50000000;GPS=1 
Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Authorization: 
Accept: */* 








Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/international- 
law-applies-to-cyber- 


operations-tallinn- 


manual-2-0-reaffirms 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





Gl 


GET /news/2017/international-law-applies-to-cyber-operations-tallinn-manual-2-0-reaffirms/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2017/kadri-ktt- 
becomes-head-of- 
communications 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2017/kadri-ktt-becomes-head-of-communications/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2017/live-stream- 
of-cycon-2017-keynotes 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2017/live-stream-of-cycon-2017-keynotes/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 




















Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


Inews/2017/luxembourgs- 
pm-xavier-bettel-briefed- 
on-recent-developments- 
in-cyber-defence 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Fl 








GET /news/2017/luxembourgs-pm-xavier-bettel-briefed-on-recent-developments-in-cyber-defence/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2017/merle-maigre- 
assumes-command-of- 
nato-ccdcoe 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/merle-maigre-assumes-command-of-nato-ccdcoe/ HTTP/1.1 

Cookie: cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 














Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/merle-maigre- 
to-become-director-of- 
the-nato-cooperative- 
cyber-defence-centre-of- 


excellence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 














GET /news/2017/merle-maigre-to-become-director-of-the-nato-cooperative-cyber-defence-centre- 
of-excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/nato-ccdcoe- 
and-tallinn-university-of- 
technology-will- 
strengthen-cooperation 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Fl 


GET /news/2017/nato-ccdcoe-and-tallinn-university-of-technology-will-strengthen-cooperation/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 

















Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/nearly-600- 
cyber-defence-experts- 
meet-in-tallinn-for-cycon- 


2017 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2017/nearly-600-cyber-defence-experts-meet-in-tallinn-for-cycon-2017/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2017/nearly-900- 
cyber-security-experts- 
advanced-their- 
defensive-skills-in- 
locked-shields-2017 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/nearly-900-cyber-security-experts-advanced-their-defensive-skills-in-locked- 
shields-2017/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

















Connection: Keep-alive 


Inews/2017/new-book- 
analyses-ethics-and- 
policies-of-cyber- 


operations 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/new-book-analyses-ethics-and-policies-of-cyber-operations/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/new- 
research-on-red- 
teaming-technical- 
capabilities-and-cyber- 
defence-exercises 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/new-research-on-red-teaming-technical-capabilities-and-cyber-defence- 
exercises/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/new-study- 
on-the-status-of-cyber- 
security-organisation-in- 


poland 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/new-study-on-the-status-of-cyber-security-organisation-in-poland/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/new-study- 
outlines-cyber-security- 
developments-in-israel 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/new-study-outlines-cyber-security-developments-in-israel/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/new-study- 
reveals-vulnerabilities-in- 
the-most-widespread- 


network-security- 
solutions 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


Details ccdcoe@ccdcoe.org 

GET /news/2017/new-study-reveals-vulnerabilities-in-the-most-widespread-network-security- 
solutions/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


Chrome/41.0.222 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 
8.0 Safari/537.21 


(KHTML, like Gecko) 


Connection: Keep-alive 


/news/2017/norway- 


decided-to-join-the 
cooperative-cyber- 
defence-centre-of- 
excellence 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


G 
excellence/ 
Cookie: coo 


ET /news/2017/ 





-nato- 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


norway-decided-to-join-the-nato-cooperative-cyber-defence-centre-of- 





HTTP/1.1 
kienotification=hide; VISITOR _INFO1 LIVE 





vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Accept-Encoding: gzip,deflate 


Host: 
User-Agent: Moz 
Chrome/41.0.222 


ccdcoe.org 


illa/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 like 


8.0 Safari/537.21 


(KHTML, Gecko) 


Connection: Keep-alive 


/news/2017/notpetya- 
and-wannacry-call-for-a- 


joint-response-from- 
international-community 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


G 
HTTP/1.1 
Cookie: 





El 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
wowsmith123456@posteo.net 


ccdcoe@ccdcoe.org 


T /news/2017/notpetya-and-wannacry-call-for-a-joint-response-from-international-community/ 


cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/p-w-singer- 
sen-heinrich-and-gen- 
milley-headline-cycon-u-s 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
terence.kelley@usma.edu 


ccdcoe@ccdcoe.org 














GET /news/2017/p-w-singer-sen-heinrich-and-gen-milley-headline-cycon-u-s/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/pm-ratas-no- 
modern-nation-can- 


ignore-threats-in-cyber- 


space 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/pm-ratas-no-modern-nation-can-ignore-threats-in-cyber-space/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/news/2017/professor- 
schmitt-decorated-by- 
president-of-estonia 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/professor-schmitt-decorated-by-president-of-estonia/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2017/romanian- 
minister-of-foreign- 
affairs-diplomacy-has-a- 
significant-role-in- 
cyberspace 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/romanian-minister-of-foreign-affairs-—diplomacy-has-a-significant-role-in- 
cyberspace/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/slovakias- 

deputy-pm-peter- 

pellegrini-briefed-on- 

recent-developments-in- 

cyber-defence 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2017/slovakias-deputy-pm-peter-pellegrini-briefed-on-recent-developments-in-cyber- 
defence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/tallinn-based- 
nato-cooperative-cyber- 
defence-centre-of- 
excellence-is-expanding 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
ies email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/tallinn-based-nato-cooperative-cyber-defence-centre-of-excellence-is- 
expanding/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2017/tallinn- 
manual-2-0-cyber- 
espionage-generally-not- 


unlawful 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/tallinn-manual-2-0-cyber-espionage-generally-not-unlawful/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/tallinn- 
manual-2-0-on-the- 
international-law- 
applicable-to-cyber- 
operations-to-be- 
launched 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Desenndon email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/tallinn-manual-2-0-on-the-international-law-applicable-to-cyber-operations-— 
to-be-launched/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2017/tallinn- 
manual-2-0-paves-the- 
way-for-state-action-in- 
cyber-space 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/tallinn-manual-2-0-paves-the-way-for-state-action-in-cyber-space/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/the-9th- 
cycon-starts-next-week 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 


Description they come across. Spambot programs look for strings like myname@mydomain.com and then 


record any addresses found. 
Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2017/the-9th-cycon-starts-next-week/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2017/the-largest- 
international-technical- 
cyber-defence-exercise- 
in-the-world-takes-place- 


next-week 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2017/the-largest-international-technical-cyber-defence-exercise-in-the-world- 
takes-place-next-week/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/the-largest- 
international-technical- 
cyber-defence-exercise- 
launched-this-week 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2017/the-largest-international-technical-cyber-defence-exercise-launched-this- 
week/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/wannacry- 
campaign-potential-state- 
involvement-could-have- 
serious-consequences 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2017/wannacry-campaign-potential-state-involvement-could-have-serious-— 
consequences/ HTTP/1.1 

Cookie: cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/watch-the- 
tallinn-manual-2-0- 
launch-discussion-online 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Details 





Cookie: 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /news/2017/watch-the-tallinn-manual-2-0-launch-discussion-online/ HTTP/1.1 
cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2018 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 
Authorization: 
Accept: */* 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
media@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /news/2018/ HTTP/1.1 
cookienotification=hide 


Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2018/australia-to- 


join-the-nato- 


cooperative-cyber- 
defence-centre-of- 


excellence-in-tallinn 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





GET /news/2018/australia-to-join-the-nato-cooperative-cyber-defence-centre-of-excellence-in- 
tallinn/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2018/colonel-jaak- 
tarien-assumes- 
command-of-nato-ccdcoe 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2018/colonel-jaak-tarien-assumes-command-of-nato-ccdcoe/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2018/colonel-jaak- 
tarien-to-become- 
director-of-the-nato- 
cooperative-cyber- 
defence-centre-of- 


excellence 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2018/colonel-jaak-tarien-to-become-director-of-the-nato-cooperative-cyber-defence- 
centre-of-excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/cycon-2018- 
registration-is-now- 


closed 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 
Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2018/cycon-2018-registration-is-now-closed/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/cycon-2018- 
registration-is-open 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 
Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2018/cycon-2018-registration-is-open/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

















Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


Inews/2018/cycon-2019- 
papers-are-expected-by- 


1-october 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2018/cycon-2019-papers-are-expected-by-l-october/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Inews/2018/cycon-2019- 
theme-is-silent-battle-in- 
cyber-space 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2018/cycon-2019-theme-is-silent-battle-in-cyber-space/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/denmark-to- 
join-the-nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-in-tallinn 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2018/denmark-to-join-the-nato-cooperative-cyber-defence-centre-of-excellence-in- 
tallinn/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2018/dr-zangardi- 
dr-missiroli-and-dr- 
libicki-to-speak-at-cycon- 


2018-in-tallinn 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

media@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 


a 





Gl 


GET /news/2018/dr-zangardi-dr-missiroli-and-dr-libicki-to-speak-at-cycon-2018-in-tallinn/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

















Connection: Keep-alive 


/news/2018/exercise- 
crossed-swords- 
practised-cyber-kinetic- 
operations-in-latvia 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


GET 
HTTP/1.1 
Cookie: 





El 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 








T /news/2018/exercise-crossed-swords-practised-cyber-kinetic-operations-in-latvia/ 











cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 


NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2018/japan-to-join- 
the-nato-cooperative- 
cyber-defence-centre-of- 
excellence-in-tallinn 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





tallinn/ HTTP/1.1 
Cookie: 


GET /news/2018/japan-to-join-the-nato-cooperative-cyber-defence-centre-of- 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


xcellence-in- 











cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 








Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2018/more-than- 
1000-cyber-experts-from- 
30-nations-took-part-in- 


locked-shields 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


GI 
HTTP/1.1 





Pl 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


T /news/2018/more-than-1000-cyber-experts-from-30-nations-took-part-in-locked-shields/ 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp22Z9Zg; PREF=£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2018/nato- 
accredited-cyber- 
defence-centre-of- 
excellence-in-tallinn- 
welcomed-nato- 
assistant-secretary- 
general-missiroli 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





GET /news/2018/nato-accredited-cyber-defence-centre-of-excellence-in-tallinn-welcomed-nato- 
assistant-secretary-general-missiroli/ HTTP/1.1 





Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 








Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 


Connection: Keep-alive 


/news/2018/nato-ccdcoe- 
brings-improvement- 
through-practice 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2018/nato-ccdcoe-brings-improvement-through-practice/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2018/nato-ccdcoe- 
is-partnering-with- 
munich-security- 
conference-msc-in- 


spring-2018 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





El 


GET /news/2018/nato-ccdcoe-is-partnering-with-munich-security-conference-msc-in-spring-2018/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/nato-ccdcoe- 
is-partnering-with- 
munich-security- 
conference-msc-in- 
spring-2018-2 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2018/nato-ccdcoe-is-partnering-with-munich-security-conference-msc-in-spring-2018- 
2/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2018/nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-appointed-to- 
coordinate-cyber- 
education-and-training- 


within-nato 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2018/nato-cooperative-cyber-defence-centre-of-excellence-appointed-to-coordinate- 
cyber-education-and-training-within-nato/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 














Connection: Keep-alive 


/news/2018/nato-won- 
cyber-defence-exercise- 
locked-shields-2018 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2018/nato-won-cyber-defence-exercise-locked-shields-2018/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2018/portugal-to- 
join-the-nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-in-tallinn 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

media@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 








GET /news/2018/portugal-to-join-the-nato-cooperative-cyber-defence-centre-of-excellence-in- 
tallinn/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

















Connection: Keep-alive 


/news/2018/romania-to- 
join-the-nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-in-tallinn 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2018/romania-to-join-the-nato-cooperative-cyber-defence-centre-of-excellence-in- 
tallinn/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/tallinn-based- 
nato-cooperative-cyber- 
defence-centre-of- 
excellence-welcomed- 
portugal-as-a-new- 


member 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /news/2018/tallinn-based-nato-cooperative-cyber-defence-centre-of-excellence-welcomed- 
portugal-as-a-new-member/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 














User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2018/the-10th- 
cycon-hosts-700-cyber- 
experts-in-tallinn 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2018/the-10th-cycon-hosts-700-cyber-experts-in-tallinn/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/the-10th- 
cycon-starts-next-week-2 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2018/the-10th-cycon-starts-next-week-2/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/the-largest- 
international-live-fire- 


cyber-defence-exercise- 
in-the-world-to-be- 
launched-next-week 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

media@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 





GET /news/2018/the-largest-international-live-fire-cyber-defence-exercise-in-the-world-to- 
be-launched-next-week/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2019 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /news/2019/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











Inews/2019/cycon-2019- 
registration-now-open 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 


email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2019/cycon-2019-registration-now-open/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2019/exercise- 
crossed-swords-2019- 
integrates-cyber-into-full- 
scale-of-operations 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





Gl 


GET /news/2019/exercise-crossed-swords-2019-integrates-cyber-into-full-scale-of-operations/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2019/national- 
cyber-security- 
strategies-reveal-states- 
thinking-about-rules-in- 
the-cyberspace 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /news/2019/national-cyber-security-strategies-reveal-states-thinking-about-rules-in-the- 
cyberspace/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/organisations 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /organisations/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/organisations/apec 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /organisations/apec/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/organisations/asean 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /organisations/asean/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/organisations/au 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /organisations/au/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 








Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/organisations/commw 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /organisations/commw/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/organisations/council-of- 


europe 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /organisations/council-of-europe/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/organisations/ecowas 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 


Description email extractors) are programs that scour the internet looking for email addresses on any website 


Recommendations 


Alert variants 


Details 





they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /organisations/ecowas/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 





User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/organisations/eu 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /organisations/eu/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/organisations/g7 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Q 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


ET /organisations/g7/ HTTP/1.1 


Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/organisations/icann 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /organisations/icann/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/organisations/itu 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /organisations/itu/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/organisations/nato 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /organisations/nato/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/organisations/non-nato 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /organisations/non-nato/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/organisations/oas 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Details 





Pattern found: 


ccdcoe@ccdcoe.org 


GET /organisations/oas/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/organisations/oecd 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /organisations/oecd/ HTTP/1.1 


Cookie: cookienotification=hide 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/organisations/osce 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /organisations/osce/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


lorganisations/sco 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /organisations/sco/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/organisations/un 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /organisations/un/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/aare-reintam 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 


they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /people/aare-reintam/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/aari-lemmik 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/aari-lemmik/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/alex-stamos 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


Q 


ET /people/alex-stamos/ HTTP/1.1 





Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/ann-valjataga 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/ann-valjataga/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/arnaud- 


coustilliere 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/arnaud-coustilliere/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/bernhards- 


blumbergs 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/bernhards-blumbergs/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/people/cdr-michael- 


widmann 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/cdr-michael-widmann/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/clare-lain 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/clare-lain/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/col-jaak-tarien 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/col-jaak-tarien/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/cpt-markus- 


maybaum 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/cpt-markus-maybaum/ HTTP/1.1 
Cookie: cookienotification=hide 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/people/dan-ungureanu 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/dan-ungureanu/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/people/dmitri-alperovitch 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/dmitri-alperovitch/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/dr-kenneth-geers 
Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/dr-kenneth-geers/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/people/dr-rain-ottis 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/dr-rain-ottis/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/people/elsa-neeme 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/elsa-neeme/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/people/herbert-lin 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/herbert-lin/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/kadri-kaska 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/kadri-kaska/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 








Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/people/kin-david-h- 


petraeus 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/kin-david-h-petraeus/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/kin-riho-terras 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/kin-riho-terras/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/koen-gijsbers 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 


Recommendations 


Alert variants 


Details 





they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /people/koen-gijsbers/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 





User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/people/lauri-aasmann 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /people/lauri-aasmann/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/people/lauri-luht 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Q 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


ET /people/lauri-luht/ HTTP/1.1 


Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/lieutenant- 
colonel-vincent-banse 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/lieutenant-colonel-vincent-banse/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/Itc-christian- 


czosseck 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/ltc-christian-czosseck/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/Itc-jose-teixeira 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/ltc-jose-teixeira/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/people/maarja-naagel 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/maarja-naagel/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/maj-erwin-orye 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/maj-erwin-orye/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/maj-stephane- 


henry 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/maj-stephane-henry/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/major-gabor- 


visky 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/major-gabor-visky/ HTTP/1.1 
Cookie: cookienotification=hide 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/people/mauno-pihelgas 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/mauno-pihelgas/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/merle-maigre 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/merle-maigre/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/michael-s-rogers 
Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/michael-s-rogers/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/michael-sulmeyer 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/michael-sulmeyer/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/mr-jean-francois- 
agneessens-2 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/mr-jean-francois-agneessens-2/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/ms-liis-vihul 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/ms-liis-vihul/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/people/pedro-cortes-ruiz 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/pedro-cortes-ruiz/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 








Connection: Keep-alive 


/people/pilleriin-lillemets 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/pilleriin-lillemets/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/people/piret-juhansoo 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/piret-juhansoo/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/professor- 
michael-n-schmitt 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 

email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 

they come across. Spambot programs look for strings like myname@mydomain.com and then 


Recommendations 


Alert variants 


Details 





record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /people/professor-michael-n-schmitt/ HTTP/1.1 


Cookie: cookienotification=hide 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/people/professor-sean- 
watts 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /people/professor-sean-watts/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/people/professor-sean- 
watts-2 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





GET /people/professor-sean-watts-2/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/professor-wolff- 
heintschel-von-heinegg-2 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/professor-wolff-heintschel-von-heinegg-2/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/raimo-peterson 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /people/raimo-peterson/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/sandra-bardon- 


moral 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/sandra-bardon-moral/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/people/siim-alatalu 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/siim-alatalu/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/silver-saks 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Details 





Pattern found: 


ccdcoe@ccdcoe.org 


GET /people/silver-saks/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/people/sorin-ducaru 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /people/sorin-ducaru/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/people/sven-sakkov 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /people/sven-sakkov/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/people/tamas-nagy 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/tamas-nagy/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/people/tomas-minarik 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/tomas-minarik/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/people/toomas-hendrik- 
ilves 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /people/toomas-hendrik-ilves/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/research 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /research/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/research/incyder 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /research/incyder/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/research/tallinn-manual 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 


GET /research/tallinn-manual/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











[training 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /training/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 








Chrome/41.0.2228.0 Safari/5 
Connection: Keep-alive 


/training/botnet- 
mitigation-course-bmc- 


STAL 


2019-tbd 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern 


found: 


events@ccdcoe.org 


Details 


ccdcoe@ccdcoe.org 





GET /training/botnet-mitiga 
Cookie: cookienotification= 


tion-course-bmc-2019-tbd/ HTTP/1.1 
hide 








Authorization: Basic YW5vbn 
Accept: */* 
Accept-Encoding: gzip,defla 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Wi 
Chrome/41.0.2228.0 Safari/5 
Connection: Keep-alive 





ltb3VzOmFub255bW91cw== 


Cte 





ndows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 
37.21 


/training/botnet- 

mitigation-course-nov- 

2018 

Alert group Email address found 
Severity Informational 


like Gecko) 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern 


found: 


events@ccdcoe.org 


Details 


ccdcoe@ccdcoe.org 





GET /training/botnet-mitiga 
Cookie: cookienotification= 


tion-course-nov-2018/ HTTP/1.1 
hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 
Accept-Encoding: gzip,defla 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Wi 





Cte 





ndows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 


Chrome/41.0.2228.0 Safari/537.21 


Connection: Keep-alive 


like Gecko) 


/training/critical- 
information- 
infrastructure- 


protection-2019-october 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
events@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /training/critical-information-infrastructure-protection-2019-october/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/critical- 
information- 
infrastructure- 


protection-course-ciipc- 


2019-tbd 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
events@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /training/critical-information-infrastructure-protection-course-ciipc-2019-tbd/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/critical- 
infrastructure-and- 
industrial-control- 
systems-course 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /training/critical-infrastructure-and-industrial-control-systems-course/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/training/cyber- 
awareness-course-for- 
system-administrators 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /training/cyber-awareness-course-for-system-administrators/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/training/cyber- 
awareness-course- 
tallinn-manual-module 


Alert group Email address found 


Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
ane email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /training/cyber-awareness-course-tallinn-manual-module/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/training/cyber-defence- 
awareness-e-course 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 








GET /training/cyber-defence-awareness-e-course/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/training/cyber-defence- 
monitoring-course-suite- 
module-1-feb-2019 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 


Alert variants 


Details 





Pattern found: 
events@ccdcoe.org 


ccdcoe@ccdcoe.org 





GET /training/cyber-defence-monitoring-course-suite-module-1-feb-2019/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/cyber-defence- 
monitoring-course-suite- 


module-3-apr-2019 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
events@ccdcoe.org 


ccdcoe@ccdcoe.org 





GET /training/cyber-defence-monitoring-course-suite-module-3-apr-2019/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/cyber-planning- 
at-operational-level- 
course-cpolc-feb-2019 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


Details 





events@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /training/cyber-planning-at-operational-level-course-cpolc-feb-2019/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/cyber-planning- 
at-operational-level- 
course-cpolc-oct-2019 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
events@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /training/cyber-planning-at-operational-level-course-cpolc-oct-2019/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/cyber-planning- 
at-operational-level- 


course-oct-2018 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 





GET /training/cyber-planning-at-operational-level-course-oct-2018/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/training/digital- 
forensics-and-digital- 
evidence-course 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /training/digital-forensics-and-digital-evidence-course/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/training/executive-cyber- 
seminar-ecs-march-2019 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

events@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 








GET /training/executive-cyber-seminar-ecs-march-2019/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 








User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/executive-cyber- 
seminar-ecs-nov-2019 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

events@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 








GET /training/executive-cyber-seminar-ecs-nov-2019/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/training/executive-cyber- 
seminar-nov-2018 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

events@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 





GET /training/executive-cyber-seminar-nov-2018/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/training/fighting-a- 


botnet-attack-a-case- 
study-course 


Alert group Email address found 

Severity Informational 
One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern 


Details 


GI 





ET /training/fighting-a-bo 


Cookie: cookienotification= 
Authorization: 
Accept: */* 





Accept-Encoding: gzip,defla 
Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Wi 


found: 


ccdcoe@ccdcoe.org 


tnet-attack-a-case-study-course/ HTTP/1.1 
hide 


Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Ce 





ndows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 


Connection: Keep-alive 


/training/industrial- 
control-systems- 
security-course-icssc- 


2019-tbd 

Alert group Email address found 

Severity Informational 
One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 

Recommendations Check references for details on how to solve this problem. 


Alert variants 


Pattern 


found: 


events@ccdcoe.org 


Details 


ccdcoe@ccdcoe.org 


GI 





ET /training/industrial-co 


Cookie: cookienotification= 
Authorization: 
Accept: */* 





Accept-Encoding: gzip,defla 
Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Wi 


ntrol-systems-security-course-icssc-2019-tbd/ HTTP/1.1 
hide 


Basic YW5vbn1ltb3VzOmFub255bW91cw== 


te 





ndows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 


Connection: Keep-alive 


/training/information- 
security-management- 
system-course 


Alert group 
Severity 


Email address found 


Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /training/information-security-management-system-course/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/training/international- 
law-of-cyber-operations- 
course-ilococ-dec-2019 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

events@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 





GET /training/international-law-of-cyber-operations-course-ilococ-dec-2019/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/training/international- 
law-of-cyber-operations- 
course-ilococ-may-2019 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations 


Alert variants 


Details 





Check references for details on how to solve this problem. 


Pattern found: 
events@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /training/international-law-of-cyber-operations-course-ilococ-may-2019/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/international- 
law-of-cyber-operations- 


nov-2018 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
events@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /training/international-law-of-cyber-operations-nov-2018/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/introductory- 
digital-forensics-course- 


idfc-july-2019 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


Details 





events@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /training/introductory-digital-forensics-course-idfc-july-2019/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/it-systems- 
attack-and-defence- 
course-itsadc-sept-2019 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
events@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /training/it-systems-attack-and-defence-course-itsadc-sept-2019/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/malware-and- 


exploit-essentials- 


course-mexec 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


Details 





events@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /training/malware-and-exploit-essentials-course-mexec/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/network-and- 
log-monitoring-course 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 


ccdcoe@ccdcoe.org 


GET /training/network-and-log-monitoring-course/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/operational- 


cyber-threat-intelligence- 


course-nov-2018 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Q 





Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
events@ccdcoe.org 


ccdcoe@ccdcoe.org 





ET /training/operational-cyber-threat-intelligence-course-nov-2018/ HTTP/1.1 


Cookie: 


cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/operational- 
cyber-threat-intelligence- 
course-octic-jun-2019 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


GET /training/operational-cyber-threat-intelligence-course-octic—jun-2019/ 
cookienotification=hide 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
events@ccdcoe.org 


ccdcoe@ccdcoe.org 


HTTP/1.1 








Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: 


ccdcoe.org 
User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/training/smartphone- 
security-and-forensics- 


course-nov-2018 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


Email address found 
Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 
email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Check references for details on how to solve this problem. 


Pattern found: 
events@ccdcoe.org 


ccdcoe@ccdcoe.org 


GET /training/smartphone-security-and-forensics-course-nov-2018/ HTTP/1.1 
cookienotification=hide 





Authorization: 
Accept: */* 


Basic YW5vbn1ltb3VzOmFub255bW91cw== 





Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/training/smartphone- 

security-and-forensics- 

course-ssfc-2019-oct 

Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

events@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 





GET /training/smartphone-security-and-forensics-course-ssfc-2019-oct/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/training/systematic- 
approaches-to-the- 
mitigation-of-cyber- 
threats-course 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /training/systematic-approaches-to-the-mitigation-of-cyber-threats-course/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 








Connection: Keep-alive 


/training/web-application- 
security-course 


Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 


Pattern found: 


Details ccdcoe@ccdcoe.org 





GET /training/web-application-security-course/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/training/web- 
applications-attack-and- 
defence-course-waadc- 


sept-2019 
Alert group Email address found 
Severity Informational 


One or more email addresses have been found on this page. The majority of spam comes from 
email addresses harvested off the internet. The spam-bots (also known as email harvesters and 

Description email extractors) are programs that scour the internet looking for email addresses on any website 
they come across. Spambot programs look for strings like myname@mydomain.com and then 
record any addresses found. 


Recommendations Check references for details on how to solve this problem. 
Alert variants 

Pattern found: 

events@ccdcoe.org 


Details 
ccdcoe@ccdcoe.org 





GET /training/web-applications-attack-and-defence-course-waadc-sept-2019/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








Web Server 


Alert group Possible internal IP address disclosure 


Severity Informational 


A string matching an internal IPv4 address was found on this page. This may disclose information 
about the IP addressing scheme of the internal network. This information can be used to conduct 
Description further attacks. 


This alert may be a false positive, manual confirmation is required. 
Recommendations Prevent this information from being displayed to the user. 
Alert variants 

Pattern found: 


Details 10.357.138.539 


GET / HTTP/1.1 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2008 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 


GET /news/2008/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 











Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2008/centre-is-the- 
first-international- 
military-organization- 
hosted-by-estonia 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





El 


GET /news/2008/centre-is-the-first-international-military-organization-hosted-by-estonia/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2008/estonian- 
swedish-cyber-defence- 
exercise-conducted 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2008/estonian-swedish-cyber-defence-exercise-conducted/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2009 
Alert group Possible username or password disclosure 


Severity Informational 


Description 


Recommendations 


Alert variants 


Details 





A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2009/ HTTP/1.1 
cookienotification=hide 





Cookie: 
Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2009/king-of-spain- 
visited-the-centre 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


GET /news/2009/king-of-spain-visited-the-centre/ 
cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 





HTTP/1.1 











NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2009/president-of- 
estonia-opened- 
international-cyber- 
conflict-legal-and-policy- 
conference 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Q 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


password:e 


ET /news/2009/president-of-estonia-opened-international-cyber-conflict-legal-and-policy- 


conference/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2009/the-centre- 
signs-an-agreement- 


with-seb 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2009/the-centre-signs-an-agreement-with-seb/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2010 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2010/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2010/baltic-cyber- 
shield-to-train-technical- 
skills-for-countering- 


cyber-attacks 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





EJ 


GET /news/2010/baltic-cyber-shield-to-train-technical-skills-for-countering-cyber-attacks/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2010/centre-and- 
act-host-nato-in-the- 
cyber-commons- 


workshop 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





GET /news/2010/centre-and-act-host-nato-in-the-cyber-commons-workshop/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2010/centre- 
supports-natos-cyber- 
coalition-2010 


Alert group Possible username or password disclosure 
Severity Informational 


A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2010/centre-supports-natos-cyber-coalition-2010/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

















User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2010/hungary- 
joins-the-centre 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 


GET /news/2010/hungary-joins-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

















User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2010/ieee-to- 
sponsor-centres- 
conference-in-2011 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2010/ieee-to-sponsor-centres-conference-in-2011/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 














User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2010/president- 
ilves-opens-the- 
conference-on-cyber- 
conflict 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


password:e 


GET /news/2010/president-ilves-opens-the-conference-on-cyber-conflict/ HTTP/1.1 











Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2010/saceur-visits- 
the-centre 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2010/saceur-visits-the-centre/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2010/sikorski- 
poland-will-join-the- 
centre-in-2011 


Alert group 
Severity 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


Description 
This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2010/sikorski-poland-will-join-the-centre-in-2011/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2010/symantec- 
and-centre-experts-to- 
research-online-threats 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2010/symantec-and-centre-experts-to-research-online-threats/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2011 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2011/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 








Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2011/3rd- 
international-conference- 
on-cyber-conflict-to- 
analyse-the-nature-of- 
cyber-forces 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 


GI 


passwordi:e 





ET /news/2011/3rd-international-conference-on-cyber-conflict-to-analyse-the-nature-of- 


cyber-forces/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2011/general- 
stphane-abrial-visits-the- 
centre 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 


GI 


password:e 





ET /news/2011/general-stphane-abrial-visits-the-centre/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2011/joint- 
workshop-with-enisa-on- 


countering-botnets 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2011/joint-workshop-with-enisa-on-countering-botnets/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2011/nato- 
assistant-secretary- 
general-gbor-ikldy-visits- 


the-centre 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2011/nato-assistant-secretary-general-gbor-ikldy-visits-the-centre/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2011/poland-and- 
us-join-the-centre 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details password:e 





GET /news/2011/poland-and-us-join-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2011/the-third- 
international-conference- 
on-cyber-conflict- 
brought-together-380- 
experts-from-across-the- 


world 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





GET /news/2011/the-third-international-conference-on-cyber-conflict-brought-together-380- 
experts-from-across-the-world/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2012 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2012/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 











Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2012/change-of- 


command 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2012/change-of-command/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Inews/2012/cycon- 
brought-together-400- 
experts-of-law-it-and- 


like Gecko) 


policy 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2012/experts- 
gather-in-tallinn-for-the- 
conference-on-cyber- 


conflict 
Alert group Possible username or password disclosure 
Severity Informational 


GET /news/2012/cycon-brought-together-400-experts-of-law-it-and-policy/ HTTP/1.1 


like Gecko) 


A username and/or password was found in this file. This information could be sensitive. 


Description 


This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 

Pattern found: 


Details 
passwordi:e 





GET /news/2012/experts-gather-in-tallinn-for-the-conference-on-cyber-conflict/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2012/international- 
cyber-defence-exercise- 
locked-shields-2012- 
begins-today 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2012/international-cyber-defence-exercise-locked-shields-2012-begins-today/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





Pl 




















/news/2012/nato- 
secretary-general-visits- 
the-centre 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


Q 





ET /news/2012/nato-secretary-general-visits-the-centre/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2012/the- 


netherlands-joins-the- 


centre 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2012/the-netherlands-joins-the-centre/ HTTP/1.1 





Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2013 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2013/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2013/david- 


cameron-announced- 
uks-plans-to-join-the- 


centre 


Alert group Possible username or password disclosure 


Severity Informational 

A username and/or password was found in this file. This information could be sensitive. 
Description 

This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2013/david-cameron-announced-uks-plans-to-join-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2013/finland-aims- 
to-become-centres- 
contributing-participant 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2013/finland-aims-to-become-centres-contributing-participant/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2013/four-legal- 
experts-appointed-as- 
centres-senior-fellows 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2013/four-legal-experts-appointed-as-centres-senior-fellows/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2013/france-will- 
join-the-centre-in-2013 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2013/france-will-join-the-centre-in-2013/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2013/high-level- 
nato-officials-visited-the- 
centre 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2013/high-level-nato-officials-visited-the-centre/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2013/international- 


conference-on-cyber- 
conflict-starts-tomorrow 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2013/international-conference-on-cyber-conflict-starts-tomorrow/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp22Z9Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2013/international- 
cyber-defence-exercise- 
begins-today 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 





GET /news/2013/international-cyber-defence-exercise-begins-today/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 








Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2013/liaison- 
established-with-the- 
european-defence- 
agency 


Alert group 
Severity 


Description 


Recommendations 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 





Cookie: 


Accept: 





Pattern found: 


password:e 


GET /news/2013/liaison-established-with-the-european-defence-agency/ HTTP/1.1 








cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





*/* 





Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2013/nato-team- 
wins-the-locked-shields- 
cyber-defence-exercise 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 





Cookie: 


COO 


Pattern found: 


password:e 








GET /news/2013/nato-team-wins-the-locked-shields-cyber-defence-exercise/ HTTP/1.1 





kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: 





*/* 


Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2013/newsletter- 
half-the-alliance-on- 
board-more-to-come- 


soon 
Alert group Possible username or password disclosure 
Severity Informational 

A username and/or password was found in this file. This information could be sensitive. 
Description 

This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 





Cookie: 


COO 


NYp2Z9Zg; PRI 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: 


*/* 


Pattern found: 


password:e 


GET /news/2013/newsletter-half-the-alliance-on-board-more-to-come-soon/ HTTP/1.1 





kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
EF=£1=50000000;GPS=1 











Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2013/newsletter- 
peacetime-regime 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2013/newsletter-peacetime-regime/ HTTP/1.1 











Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2013/the-centre- 
signed-a-cooperation- 
agreement-with-code 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2013/the-centre-signed-a-cooperation-agreement-with-code/ HTTP/1.1 





Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2014 
Alert group 
Severity 


Description 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2014/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2014/26-countries- 
participate-in- 
international-law-of- 
cyber-operations-course 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





El 


GET /news/2014/26-countries-participate-in-international-law-of-cyber-operations-course/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2014/austria- 
became-the-first-non- 
nato-nation-to-join-the- 


centre 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/austria-became-the-first-non-nato-nation-to-join-the-centre/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2014/centre- 
contributed-to-the-new- 
estonian-cyber-security- 


strategy 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/centre-contributed-to-the-new-estonian-cyber-security-strategy/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/centre- 
contributes-to-natos- 
largest-ever- 
multinational-cyber- 
defence-exercise 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/centre-contributes-to-natos-largest-ever-multinational-cyber-defence- 
exercise/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 














Connection: Keep-alive 


/news/2014/centre- 
invites-internship- 
applications-for-2015 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/centre-invites-internship-applications-for-2015/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2014/cyber- 
defense-exercise-locked- 
shields-covered-in-wired- 


magazine 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/cyber-defense-exercise-locked-shields-covered-in-wired-magazine/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2014/cycon-2014- 
brought-together-450- 
experts-to-discuss- 
active-cyber-defence 


Alert group Possible username or password disclosure 
Severity Informational 


A username and/or password was found in this file. This information could be sensitive. 


Description 
This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 


Details 
password:e 





El 


GET /news/2014/cycon-2014-brought-together-450-experts-to-discuss-active-cyber-defence/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Inews/2014/cycon-2014- 
discusses-active-cyber- 


defence 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/cycon-2014-discusses-active-cyber-defence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2014/cycon-2014- 
materials-available 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/cycon-2014-materials-available/ HTTP/1.1 
Cookie: cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








Inews/2014/cycon-2015- 
call-for-papers-closes-in- 


a-month 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





GET /news/2014/cycon-2015-call-for-papers-closes-in-a-month/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/czech- 
republic-france-and- 
united-kingdom-joined- 


the-centre 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 








GET /news/2014/czech-republic-france-and-united-kingdom-joined-the-centre/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/deadline- 


internship-opportunities- 
at-the-nato-cooperative- 
cyber-defence-centre-of- 


excellence 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 








GET /news/2014/deadline-internship-opportunities-at-the-nato-cooperative-cyber-defence- 
centre-of-excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/development- 
of-new-international-law- 
to-govern-cyber- 
doubtful-new-tallinn- 


paper-says 
Alert group Possible username or password disclosure 
Severity Informational 

A username and/or password was found in this file. This information could be sensitive. 
Description 

This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





GET /news/2014/development-of-new-international-law-to-govern-cyber-doubtful-new-tallinn- 
paper-says/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/economic- 

implications-of-cyber- 

security-discussed-in- 

tallinn 

Alert group Possible username or password disclosure 


Severity Informational 


A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/economic-implications-of-cyber-security-discussed-in-tallinn/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2014/ethics-and- 
policies-for-cyber- 
warfare-discussed-at- 
the-university-of-oxford 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Fl 


GET /news/2014/ethics-and-policies-for-cyber-warfare-discussed-at-the-university-of-oxford/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2014/ethics-in- 
cyber-security- 
workshop-registration- 
deadline-approaching 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details password:e 


G 





ET /news/2014/ethics-in-cyber-security-workshop-registration-deadline-approaching/ HTTP/1.1 





Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2014/general- 
breedlove- 
understanding-cyber- 
important-for-the-future- 


of-nato 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 


G 
HTTP/1.1 


passwordi:e 





Pl 


T /news/2014/general-breedlove-understanding-cyber-important-for-the-future-of-nato/ 





Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/incyder- 
comprehensive-tool-for- 
cyber-security-research- 


launched 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 


G 


passwordi:e 





ET /news/2014/incyder-comprehensive-tool-for-cyber-security-research-launched/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 








Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2014/international- 
cyber-defence-exercise- 
locked-shields-2014- 
begins-today 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Gl 


GET /news/2014/international-cyber-defence-exercise-locked-shields-2014-begins-today/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2014/jan-stinissen- 
discusses-international- 
law-at-suits-and-spooks 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/jan-stinissen-discusses-international-law-at-suits-and-spooks/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/japanese- 
delegation-cyber- 
defence-calls-for- 


cooperation 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/japanese-delegation-cyber-defence-calls-for-cooperation/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/new-incyder- 
natos-enhanced-cyber- 
defence-policy-right-to- 
be-forgotten-and-more 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2014/new-incyder-natos-enhanced-cyber-defence-policy-right-to-be-forgotten-and- 
more/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/new-tallinn- 
paper-digital-power- 
gives-asymmetric- 
advantage-to-small- 


states 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 


This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 


Details 
passwordi:e 





Gl 


GET /news/2014/new-tallinn-paper-digital-power-gives-asymmetric-advantage-to-small-states/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2014/newsletter- 
active-new-year 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/newsletter-active-new-year/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/newsletter- 
defending-berylia 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2014/newsletter-defending-berylia/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 














Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2014/newsletter- 
norms-of-behaviour-for- 


cyberspace 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/newsletter-norms-of-behaviour-for-cyberspace/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/north- 
atlantic-council-visited- 
the-centre 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/north-atlantic-council-visited-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2014/norwegian- 
chief-of-defence-visits- 
the-centre 


Alert group Possible username or password disclosure 


Severity Informational 


A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/norwegian-chief-of-defence-visits-the-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/poland-was- 
crowned-the-winner-of- 
locked-shields-2014 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2014/poland-was-crowned-the-winner-of-locked-shields-2014/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2014/professor- 
schmitt-explores-state- 
rights-to-use-force-at- 
new-york-university 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 
passwordi:e 





El 


GET /news/2014/professor-schmitt-explores-state-rights-to-use-force-at-new-york-university/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2014/reminder- 
ethics-in-cyber-security- 
workshop-registration- 
deadline-this-week 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





El 


GET /news/2014/reminder-ethics-in-cyber-security-workshop-registration-deadline-this-week/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2014/secretary- 
general-stoltenberg- 
cyber-is-part-of-nato- 
collective-defence 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





El 





GET /news/2014/secretary-general-stoltenberg-cyber-is-part-of-nato-collective-defence/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z9Zg; PREF=£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

















Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2014/the-centre- 
celebrates-its-6th- 
anniversary 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2014/the-centre-celebrates-its-6th-anniversary/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2014/the-centre- 
signs-a-cooperation- 
agreement-with-the- 
estonian-defence-league 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Pl 


GET /news/2014/the-centre-signs-a-cooperation-agreement-with-the-estonian-defence-league/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Inews/2014/vice-admiral- 
hudson-deeper-debate- 
on-cyber-needed 


Alert group Possible username or password disclosure 


Severity Informational 

A username and/or password was found in this file. This information could be sensitive. 
Description 

This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2014/vice-admiral-hudson-deeper-debate-on-cyber-needed/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 








User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/20-questions- 
to-ask-yourself-to-avoid- 
smartphone-disasters 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








Cookie: cookienotification=hide;VISITOR_INFO1 LIV 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 








GET /news/2015/20-questions-to-ask-yourself-to-avoid-smartphone-disasters/ HTTP/1.1 





E=-vapWOb-LDO; YSC=nw- 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/21-top- 
international-law- 
experts-discuss-tallinn- 
manual-2-0-video 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details password:e 


GI 





ET /news/2015/21-top-international-law-experts-discuss-tallinn-manual-2-0-video/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/35-states- 
attend-tallinn-manual- 
consultations 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 


GI 


password:e 


ET /news/2015/35-states-attend-tallinn-manual-consultations/ HTTP/1.1 











Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2015/400- 
participate-in-largest- 
live-fire-cyber-defence- 
exercise-locked-shields- 


2015 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 


GI 


2 


password=66911e934ddcea394dbfedld2dc064e5 





ET /news/2015/400-participate-in-largest-live-fire-cyber-defence-exercise-locked-shields- 
015/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 











Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2015/a-lot-to-look- 
forward-to-in-2015 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/a-lot-to-look-forward-to-in-2015/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/ambassador- 
ducaru-nato-not-to- 
militarise-cyberspace 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/ambassador-ducaru-nato-not-to-militarise-cyberspace/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/baltic-finnish- 
chiefs-of-defence-visit- 


centre 
Alert group Possible username or password disclosure 
Severity Informational 


A username and/or password was found in this file. This information could be sensitive. 


Description 


Recommendations 


Alert variants 


Details 





This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2015/baltic-finnish-chiefs-of-defence-visit-centre/ HTTP/1.1 











Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/belgium-set- 


to-join-the-nato- 
cooperative-cyber- 
defence-centre-of- 
excellence 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


GI 
HTTP/1.1 





El 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


T /news/2015/belgium-set-to-join-the-nato-cooperative-cyber-defence-centre-of-excellence/ 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/call-for- 
papers-cycon-2015- 
student-awards 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2015/call-for-papers-cycon-2015-student-awards/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/centre- 
contributes-to-natos- 
largest-cyber-defence- 


exercise 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 








GET /news/2015/centre-contributes-to-natos-largest-cyber-defence-exercise/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/centre- 
estonian-defence-league- 
sign-cooperation- 


agreement 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/centre-estonian-defence-league-sign-cooperation-agreement/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

















Connection: 


Keep-alive 


/news/2015/centre-signs- 
cooperation-agreement- 


with-estonian- 


information-system- 
authority 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 





Pattern found: 


passwordi:e 


GET /news/2015/centre-signs-cooperation-agreement-with-estonian-information-system- 


authority/ HTTP/1.1 


Cookie: coo 








kienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 





NYp229Zg; PREF=£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 








Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 


User-Agent: 
Chrome/41.0 
Connection: 


Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
-2228.0 Safari/537.21 
Keep-alive 


/news/2015/combine- 


cycon-confere 


nce-and- 


international-cyber-law- 
course 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 


GET /news/2 
Cookie: coo 
NYp2Z9Zg; PRI 





Pattern found: 


passwordi:e 


015/combine-cycon-conference-and-international-cyber-law-course/ HTTP/1.1 
kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
EF=£1=50000000; GPS=1 











Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 


User-Agent: 
Chrome/41.0 
Connection: 


Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
-2228.0 Safari/537.21 
Keep-alive 


/news/2015/croatian- 


prime-minister 


-tallinn- 


manual-is-an-icebreaker 


Alert group 


Possible username or password disclosure 


Severity 


Description 


Recommendations 


Alert variants 


Details 





Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2015/croatian-prime-minister-tallinn-manual-is-an-icebreaker/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp22Z9Zg; PREF=£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/cyber- 
warfare-integral-part-of- 
modern-politics-new- 
analysis-reaffirms 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


GI 
HTTP/1.1 





CJ 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


T /news/2015/cyber-warfare-integral-part-of-modern-politics-new-analysis-reaffirms/ 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2015/cycon-2015- 
materials-now-public 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 





GET /news/2015/cycon-2015-materials-now-public/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp229Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2015/cycon-2015- 
registration-now-open 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2015/cycon-2015-registration-now-open/ HTTP/1.1 





Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2015/cycon-2016- 
to-focus-on-cyber-power 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2015/cycon-2016-to-focus-on-cyber-power/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2015/cycon- 


registration-now-closed 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2015/cycon-registration-now-closed/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2015/cycon- 
session-overviews-may- 
27 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2015/cycon-session-overviews-may-27/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp22Z9Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/cycon- 
session-overviews-may- 
28 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


Details password:e 





GET /news/2015/cycon-session-overviews-may-28/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














like Gecko) 


Inews/2015/cycon- 
session-overviews-may- 
29 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/cycon-session-overviews-may-29/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/deadlines- 
approaching-autumn- 
internship-opportunities 


like Gecko) 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 











Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 
Chrome/41.0.2228.0 Safari/537.21 








GET /news/2015/deadlines-approaching-autumn-internship-opportunities/ HTTP/1.1 


like Gecko) 


Connection: Keep-alive 


/news/2015/extended- 
deadline-for-public- 
relations-internship-in- 


2015 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 


GET /news/2015/extended-deadline-for-public-relations-internship-in-2015/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/finnish-greek- 
and-turkish-flag-fly-at- 
the-nato-cooperative- 
cyber-defence-centre-of- 


excellence 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2015/finnish-greek-and-turkish-flag-fly-at-the-nato-cooperative-cyber-defence- 
centre-of-excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/general-sir- 
barrons-militaries-to- 
develop-cyberinstinct 


Alert group Possible username or password disclosure 


Severity Informational 


A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 


Details 
password:e 





GET /news/2015/general-sir-barrons-militaries-to-develop-cyberinstinct/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2015/glossary-of- 
cyber-terms-and- 
definitions-substantially- 


updated 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2015/glossary-of-cyber-terms-and-definitions-substantially-updated/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/greece- 
turkey-and-finland-to- 
join-the-nato- 
cooperative-cyber- 
defence-centre-of- 


excellence 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 
Details 


G 
of-excellence/ HTTP/1.1 


passwordi:e 





ET /news/2015/greece-turkey-and-finland-to-join-the-nato-cooperative-cyber-defence-centre- 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2015/ilves-rogers- 
ducaru-among-cycon- 


speakers 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 


G 


passwordi:e 





ET /news/2015/ilves-rogers-ducaru-among-cycon-speakers/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2015/jeb-bush- 
takes-a-detailed-look-at- 
cyber-defence 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 


G 


passwordi:e 





ET /news/2015/jeb-bush-takes-a-detailed-look-at-cyber-defence/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 














Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/largest- 
international-technical- 
cyber-defence-exercise- 
takes-place-this-week 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





El 





GET /news/2015/largest-international-technical-cyber-defence-exercise-takes-place-this-week/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/latvian- 
minister-of-defence- 
briefed-on-cyber-security 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2015/latvian-minister-of-defence-briefed-on-cyber-security/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 























/news/2015/legal-experts- 
concerned-about-human- 
rights-in-cyberspace 


Alert group Possible username or password disclosure 


Severity Informational 


A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/legal-experts-concerned-about-human-rights-in-cyberspace/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/legal-order- 
as-deterrence-in- 


cyberspace 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





GET /news/2015/legal-order-as-deterrence-in-cyberspace/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/major- 
international-cyber- 
conflict-conference- 
opens-tomorrow 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/major-international-cyber-conflict-conference-opens-tomorrow/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/national- 
cyber-security- 
structures-mapped-and- 


compared 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/national-cyber-security-structures-mapped-and-compared/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/nato- 
parliamentary-assembly- 
committee-visits-centre 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/nato-parliamentary-assembly-committee-visits-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/ncirc-wins- 
cyber-defence-exercise- 
locked-shields-2015 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 
Authorization: 
Accept: */* 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


password:e 





GET /news/2015/ncirc-wins-cyber-defence-exercise-locked-shields-2015/ HTTP/1.1 
cookienotification=hide 
Basic YW5vbnltb3VzOmFub255bW91lcw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/new-analysis- 
helps-states-mitigate- 
risks-arising-from-cross- 
border-dependencies 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2015/new-analysis-helps-states-mitigate-risks-arising-from-cross-border- 


dependencies/ HTTP/1.1 


Cookie: 





cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/new-book- 
explores-cyber-war-and- 
russian-aggression- 
against-ukraine 


Alert group 
Severity 


Description 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 

Pattern found: 


Details 
passwordi:e 








GET /news/2015/new-book-explores-cyber-war-and-russian-aggression-against-ukraine/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/new-legal- 
analysis-considers- 


access-to- 
extraterritorially-located- 
data 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Fl 


GET /news/2015/new-legal-analysis-considers-access-to-extraterritorially-located-data/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/new-on- 
incyder-eu-court-finds- 
eu-us-personal-data- 
transfers-not-safe- 


enough 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details password:e 


a 


GI 





El 


l /news/2015/new-on-incyder-eu-court-finds-eu-us-personal-data-transfers-not-safe-enough/ 





HTI 


'P/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2015/new-study- 
defending-mobile- 
devices-for-high-level- 
officials-and-decision- 


makers 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 





passwordi:e 


GET /news/2015/new-study-defending-mobile-devices-for-high-level-officials-and-decision- 


makers/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/new-study- 
how-to-detect-and- 


mitigate-threats-from- 
malicious-insiders 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 


= 


GI 





El 


passwordi:e 


lT /news/2015/new-study-how-to-detect-and-mitigate-threats-from-malicious-insiders/ 





HTI 


[P/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 


NYp2Z92Zg; PREF=£1=50000000;GPS=1 





Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/new-tallinn- 
paper-international-law- 
should-not-serve- 
interests-of-particular- 
nations 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





nations/ HTTP/1.1 
Cookie: 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2015/new-tallinn-paper-international-law-should-not-serve-interests-of-particular- 





cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z92Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 








Basic YW5vbn1ltb3VzOmFub255bW91 cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/nsa-director- 
the-ability-to-move- 
information-freely- 
should-not-be-controlled 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


GET 
HTTP/1.1 
Cookie: 





El 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


password:e 


T /news/2015/nsa-director-the-ability-to-move-information-freely-should-not-be-controlled/ 





cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/public- 
relations-internship-in- 


2015 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2015/public-relations-internship-in-2015/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/reminder- 
cycon-2016-call-for- 
papers-ends-on-october- 


like Gecko) 


1st 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 











Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2015/reminder- 
cycon-registration- 
closes-soon 


Alert group Possible username or password disclosure 


Severity Informational 


GET /news/2015/reminder-cycon-2016-call-for-papers-ends-on-october-l1st/ HTTP/1.1 


like Gecko) 


A username and/or password was found in this file. This information could be sensitive. 


Description 


Recommendations 


Alert variants 


Details 





This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2015/reminder-cycon-registration-closes-soon/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/reminder- 


new-book-on-cyber-war- 


and-russian-aggression- 
against-ukraine- 
presented-next-tuesday 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 








Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2015/reminder-new-book-on-cyber-war-and-russian-aggression-against-ukraine- 
presented-next-tuesday/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp22Z9Zg; PREF=£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 








Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/secretary- 
carter-to-visit-nato- 
cooperative-cyber- 
defence-centre-of- 
excellence 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


Details password:e 








GET /news/2015/secretary-carter-to-visit-nato-cooperative-cyber-defence-centre-of- 
excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/senators- 
mccain-whitehouse- 
barrasso-take-active- 
interest-in-cyber- 


exercises 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





El 


GET /news/2015/senators-mccain-whitehouse-barrasso-take-active-interest-in-cyber-exercises/ 
HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/sir- 
christopher-harper-we- 
need-agile-decision- 
making-on-cyber 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/sir-christopher-harper-we-need-agile-decision-making-on-cyber/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 











Accept: */* 
Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 





User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/slovak- 
president-people-need- 
to-be-safe-on-and-offline 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 











GET /news/2015/slovak-president-people-need-to-be-safe-on-and-offline/ HTTP/1.1 





Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 





NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 





User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/statement- 
regarding-connection-to- 
foreign-websites 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Cookie: cookienotification=hide;VISITOR_INFO1 LIV 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 











GET /news/2015/statement-regarding-connection-to-foreign-websites/ HTTP/1.1 





E=-vapWOb-LDO; YSC=nw- 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/states- 
should-not-attack- 
critical-infrastructure- 
national-emergency- 


response-teams-un- 
report-reveals 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2015/states-should-not-attack-critical-infrastructure-national-emergency-response- 
teams-un-report-reveals/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/sven-sakkov- 
assumes-command-of- 
nato-ccdcoe 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





GET /news/2015/sven-sakkov-assumes-command-of-nato-ccdcoe/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/sven-sakkov- 
to-become-director-of- 
the-nato-cooperative- 
cyber-defence-centre-of- 


excellence 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 


This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/sven-sakkov-to-become-director-of- 
of-excellence/ HTTP/1.1 











Cookie: cookienotification=hide;VISITOR_INFO1 LIV 
NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 








E=-vapWOb-LDO; YSC=nw- 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/sweden-to- 
join-nato-cooperative- 
cyber-defence-centre-of- 


the-nato-cooperative-cyber-defence-centre- 


like Gecko) 


excellence 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








Cookie: cookienotification=hide;VISITOR_INFO1 LIV 


GET /news/2015/sweden-to-join-nato-cooperative-cyber-defence-centre-of-exc 











NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 





E=-vapWOb-LDO; YSC=nw- 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2015/tallinn- 
manual-2-0-to-be- 
completed-in-2016 


llence/ HTTP/1.1 


like Gecko) 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





GET /news/2015/tallinn-manual-2-0-to-be-completed-in-2016/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIV 


E=-vapWOb-LDO; YSC=nw- 


NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2015/tallinn- 
manual-follow-up-more- 
relevant-than-ever 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





GET /news/2015/tallinn-manual-follow-up-more-relevant-than-ever/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/tallinn-paper- 
offensive-cyber- 
operations-should-not- 


be-ignored 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2015/tallinn-paper-offensive-cyber-operations-should-not-be-ignored/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/technical- 


experts-practice- 
stopping-malicious- 
cyber-activities 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/technical-experts-practice-stopping-malicious-cyber-activities/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/ursula-von- 
der-leyen-cyber-to-be- 
better-integrated-into- 


defence 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2015/ursula-von-der-leyen-cyber-to-be-better-integrated-into-defence/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2015/us-to- 
increase-contribution-to- 
cooperative-cyber- 
defence-secretary-carter- 


announces 
Alert group Possible username or password disclosure 
Severity Informational 


A username and/or password was found in this file. This information could be sensitive. 
Description 


This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 

Pattern found: 


Details 
password:e 





GET /news/2015/us-to-increase-contribution-to-cooperative-cyber-defence-secretary-carter- 
announces/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2015/video- 
colonel-suzik-hands- 
command-of-the-centre- 
over-to-sven-sakkov 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/video-colonel-suzik-hands-command-of-the-centre-over-to-sven-sakkov/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2015/volunteer-at- 


cycon-2015 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2015/volunteer-at-cycon-2015/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2015/workshop- 
on-ethics-and-policies- 
for-cyber-warfare-report 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





GET /news/2015/workshop-on-ethics-and-policies-for-cyber-warfare-report/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/13-nations- 
trained-in-protecting- 
critical-information- 


infrastructure 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Pl 


GET /news/2016/13-nations-trained-in-protecting-critical-information-infrastructure/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2016/angela- 
merkel-briefed-on-cyber- 
security 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2016/angela-merkel-briefed-on-cyber-security/ HTTP/1.1 











Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/belgian- 
minister-of-defence- 
investing-in-cyber- 

security-is-essential 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 


GI 
HTTP/1.1 





Gl 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 





T /news/2016/belgian-minister-of-defence-investing-in-cyber-security-is-essential/ 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/call-for- 
papers-2017 


Alert group 
Severity 


Description 


Recommendations 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Alert varia 


Details 





Cookie: 


nts 


GET /news/2 


Coo 


Pattern found: 


passwordi:e 


016/call-for-papers-2017/ HTTP/1.1 
kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp229Zg; PREF=£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: 





*/* 


Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2016/call-for- 
papers-cycon-2016- 
student-awards 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 
Details 





Cookie: 


COO 


passwordi:e 


GET /news/2016/call-for-papers-cycon-2016-student-awards/ HTTP/1.1 








kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 





NYp229Zg; PREF=£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: 
Accept -l 





*/* 


Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2016/call-for- 
papers-cycon-u-s-to- 
focus-on-protecting-the- 


future 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 





Cookie: 


COO 


Pattern found: 


passwordi:e 


GET /news/2016/call-for-papers-cycon-u-s-to-focus-on-protecting-the-future/ HTTP/1.1 





kienotification=hide; VISITOR _INFO1l LIVE=-vapWOb-LDO; YSC=nw- 








NYp229Zg; PREF=£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/news/2016/centre- 
ambassador-rain-ottis- 
decorated-with-the- 
order-of-white-star 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/centre-ambassador-rain-ottis-decorated-with-the-order-of-white-star/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/cyber- 
defence-exercise- 
focuses-on-vulnerability- 


testing 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/cyber-defence-exercise-focuses-on-vulnerability-testing/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/cycon-2016- 
keynotes-broadcast-live 


Alert group Possible username or password disclosure 


Severity Informational 

A username and/or password was found in this file. This information could be sensitive. 
Description 

This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2016/cycon-2016-keynotes-broadcast-live/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2016/cycon-2016- 
registration-is-now- 


like Gecko) 


closed 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2016/cycon-2016-registration-is-now-closed/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/cycon-2016- 
registration-now-open 


like Gecko) 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/cycon-2016-registration-now-open/ HTTP/1.1 





Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2016/cycon-2017- 
to-focus-on-defending- 
the-core 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2016/cycon-2017-to-focus-on-defending-the-core/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/cycon-seeks- 
submissions-from-junior- 
scholars 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2016/cycon-seeks-submissions-from-junior-scholars/ HTTP/1.1 


Cookie: cookienotification=hide 





Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/cycon- 
session-overviews-june- 
01 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


password:e 


GET /news/2016/cycon-session-overviews-june-01/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2016/cycon- 
session-overviews-june- 
02 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2016/cycon-session-overviews-june-02/ HTTP/1.1 








Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 





Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/cycon- 
session-overviews-june- 
03 


Alert group 
Severity 


Description 


Recommendations 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/cycon-session-overviews-june-03/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/danish- 
minister-of-defence- 
visits-centre 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2016/danish-minister-of-defence-visits-centre/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/dnc-hack-an- 
escalation-that-cannot- 


be-ignored 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2016/dnc-hack-an-escalation-that-cannot-be-ignored/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

















Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2016/estonian- 
president-nations-to- 
substantiate-the-nature- 
of-cyber-defence 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Pl 


GET /news/2016/estonian-president-nations-to-substantiate-the-nature-of-cyber-defence/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/exercise- 
locked-shields-2016- 
highlights-priorities-in- 
cyber-defence 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 








GET /news/2016/exercise-locked-shields-2016-highlights-priorities-in-cyber-defence/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/experts- 
imperative-that-states- 
focus-on-international- 


norms-governing- 


cyberspace 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/experts-imperative-that-states-focus-on-international-norms-governing- 
cyberspace/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/experts- 
multiple-international- 
law-regimes-apply-to- 
cyber-operations 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Gl 


GET /news/2016/experts-multiple-international-law-regimes-apply-to-cyber-operations/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/experts-nato- 
policy-lags-behind- 
nations-in-cyber-defence 


Alert group Possible username or password disclosure 
Severity Informational 


A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 


Details 
password:e 





GET /news/2016/experts-nato-policy-lags-behind-nations-in-cyber-defence/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/general-van- 
caelenberge-modern- 
threats-require-adapted- 


response 
Alert group Possible username or password disclosure 
Severity Informational 

A username and/or password was found in this file. This information could be sensitive. 
Description 

This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/general-van-caelenberge-modern-threats-require-adapted-response/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/ilves-rid- 
libicki-among-cycon- 
2016-speakers 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2016/ilves-rid-libicki-among-cycon-2016-speakers/ HTTP/1.1 
Cookie: cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

















Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 





/news/2016/international- 
cyber-conference-opens- 
tomorrow-in-tallinn 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/international-cyber-conference-opens-tomorrow-in-tallinn/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/international- 
cyber-norms-analysed- 


in-new-book 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/international-cyber-norms-analysed-in-new-book/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/internship- 
reminder-pr-at-nato- 
cooperative-cyber- 


defence-centre-of- 


excellence 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 


GET /news/2 
excellence/ 
Cookie: coo 





Pattern found: 


passwordi:e 





016/internship-reminder-pr-at-nato-cooperative-cyber-defence-centre-of- 
HTTP/1.1 
kienotification=hide; VISITOR _INFO1l LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z92Zg; PREF=£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 


User-Agent: 
Chrome/41.0 
Connection: 


Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
-2228.0 Safari/537.21 
Keep-alive 


/news/2016/legal-experts- 
on-the-iphone- 
encryption-case-the- 


precedent-will 


-influence- 


whole-industry 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 


GET /news/2 





Cookie: coo 


Pattern found: 


passwordi:e 








kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=£1=50000000; GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 


User-Agent: 
Chrome/41.0 


Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
-2228.0 Safari/537.21 


Connection: Keep-alive 
/news/2016/looking- 
forward-to-2017 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 


This alert may be a false positive, manual confirmation is required. 


016/legal-experts-on-the-iphone-encryption-case-the-precedent-will-influence- 
whole-industry/ HTTP/1.1 


Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2016/looking-forward-to-2017/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/nato-ccd- 
coe-contributed-to- 
natos-cyber-coalition- 


exercise 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2016/nato-ccd-coe-contributed-to-natos-cyber-coalition-exercise/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-and-baltic- 
defence-college-sign- 
cooperation-agreement 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2016/nato-cooperative-cyber-defence-centre-of-excellence-and-baltic-defence- 
college-sign-cooperation-agreement/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/new-analysis- 
looks-at-chinese-cyber- 
developments 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2016/new-analysis-looks-at-chinese-cyber-developments/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/new-incyder- 
analysis-nato-should- 
develop-core-cyber- 
defence-capabilities 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





El 


GET /news/2016/new-incyder-analysis-nato-should-develop-core-cyber-defence-capabilities/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 




















Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/over-50- 
states-consult-tallinn- 


manual-2-0 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 


GET /news/2016/over-50-states-consult-tallinn-manual-2-0/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/potential- 
cyber-war-influences- 
modern-societies- 
experts-confirm 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/potential-cyber-war-influences-modern-societies-experts-confirm/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/president- 
ilves-cyber-security- 
cooperation-to- 
concentrate-on- 
international-law 


Alert group Possible username or password disclosure 


Severity Informational 


A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/president-ilves-cyber-security-cooperation-to-concentrate-on-international- 
law/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/president- 
ilves-describes-cyber-as- 
fifth-domain-of-warfare 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/president-ilves-describes-cyber-as-fifth-domain-of-warfare/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2016/reminder- 
cycon-2017-abstracts- 
deadline-on-october-3 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Cookie: 


GET /news/2016/reminder-cycon-2017-abstracts-deadline-on-october-3/ HTTP/1.1 
cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/slovakia- 
wins-locked-shields- 
2016-ahead-of-nato-and- 
finland 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2016/slovakia-wins-locked-shields-2016-ahead-of-nato-and-finland/ HTTP/1.1 
cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/sweden-to- 
contribute-expertise-to- 
nato-cooperative-cyber- 
defense-centre-of- 
excellence 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2016/sweden-to-contribute-expertise-to-nato-cooperative-cyber-defense-centre-of- 
excellence/ HTTP/1.1 














cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 


NYp2Z92Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2016/tallinn- 
manual-inducted-into- 
the-cybersecurity-canon 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2016/tallinn-manual-inducted-into-the-cybersecurity-canon/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2016/technology- 
experts-on-fbi-vs-apple- 
there-are-no-technical- 
obstacles-to-creating- 
back-door-software 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2016/technology-experts-on-fbi-vs-apple-there-are-no-technical-obstacles-to- 
creating-back-door-software/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2016/the-first- 
cycon-u-s-will-take- 
place-21-23-october-in- 


washington-d-c 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2016/the-first-cycon-u-s-will-take-place-21-23-october-in-washington-d-c/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2016/vadm- 
takanen-finland-needs- 
cyber-defence-experts 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2016/vadm-takanen-finland-needs-cyber-defence-experts/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















/news/2016/worlds- 
largest-international- 
technical-cyber-defence- 
exercise-takes-place- 


next-week 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 


This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 





next-week/ HTTP/1.1 


Cookie: 


Pattern found: 


passwordi:e 


GET /news/2016/worlds-largest-international-technical-cyber-defence-exercise-takes-place- 








cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2016/worlds- 
largest-international- 
technical-cyber-defence- 
exercise-trains-network- 
defenders 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





defenders/ HTTP/1.1 


Cookie: 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2016/worlds-largest-international-technical-cyber-defence-exercise-trains-—network- 








cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp2Z92Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/adm-howard- 
langner-gaycken-among- 
cycon-2017-speakers 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2017/adm-howard-langner-gaycken-among-cycon-2017-speakers/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2017/call-for- 
cycon-2018-papers-is- 


closed 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/call-for-cycon-2018-papers-is-closed/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2017/cyber- 
defence-exercise- 
focuses-on-responsive- 
cyber-defence-scenario 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 











GET /news/2017/cyber-defence-exercise-focuses-on-responsive-cyber-defence-scenario/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/cyber-power- 


conference-materials- 
now-available-online 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/cyber-power-conference-materials-—now-available-online/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2017/cycon-2017- 


photos 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2017/cycon-2017-photos/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Inews/2017/cycon-2017- 
registration-now-open 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 
Details 





Cookie: 


COO 


password:e 


GET /news/2017/cycon-2017-registration-now-open/ HTTP/1.1 





kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LD0;YSC=nw- 








NYp2Z9Zg; PREF=f1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: 





*/* 


Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


Inews/2017/cycon-2017- 
starts-in-four-weeks 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 





Cookie: 


COO 


Pattern found: 


password:e 


GET /news/2017/cycon-2017-starts-in-four-weeks/ HTTP/1.1 








kienotification=hide;VISITOR_INFO1 _ LIVE=-vapWOb-LD0;YSC=nw- 





NYp2Z9Zg; PREF=f1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: 





*/* 


Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


Inews/2017/cycon-2018- 
call-for-papers-is-now- 


open 
Alert group Possible username or password disclosure 
Severity Informational 

A username and/or password was found in this file. This information could be sensitive. 
Description 

This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 





Cookie: 


COO 


NYp2Z9Zg; PRI 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: 
Accept-] 





*/* 


Pattern found: 


passwordi:e 


GET /news/2017/cycon-2018-call-for-papers-is-now-open/ HTTP/1.1 





kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 
EF=£1=50000000;GPS=1 








Encoding: gzip,deflate 


Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


Inews/2017/cycon-2018- 
papers-are-expected-by- 
2-october 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 





GET /news/2017/cycon-2018-papers-are-expected-by-2-october/ HTTP/1.1 
cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z92Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/cycon-u-s- 
call-for-papers-is-now- 
open 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Cookie: 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


password:e 


GET /news/2017/cycon-u-s-call-for-papers-is-now-open/ HTTP/1.1 
cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=£1=50000000;GPS=1 


Authorization: 
Accept: */* 





Basic YW5vbn1ltb3VzOmFub255bW91cw== 


Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2017/cycon-u-s- 
website-info-used-as- 
decoy-in-malicious- 
campaign 

Alert group 


Severity 


Description 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 

Pattern found: 


Details 
password:e 





GET /news/2017/cycon-u-s-website-info-used-as-decoy-in-malicious-campaign/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/czech-team- 
wins-cyber-defence- 
exercise-locked-shields- 


2017 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/czech-team-wins-cyber-defence-exercise-locked-shields-2017/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2017/eda-chief- 
executive-mr-jorge- 
domecq-discussed- 
cooperation-with-the- 


centre 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Gl 


GET /news/2017/eda-chief-executive-mr-jorge-domecq-discussed-cooperation-with-the-centre/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2017/eu- 
cybersecurity-package- 
new-potential-for-eu-to- 
cooperate-with-nato 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





EJ 


GET /news/2017/eu-cybersecurity-package-new-potential-for-eu-to-cooperate-with-nato/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2017/geneva- 
conventions-apply-to- 
cyberspace-no-need-for- 
a-digital-geneva- 


convention 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2017/geneva-conventions-apply-to-cyberspace-no-need-for-a-digital-geneva- 
convention/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 














Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2017/international- 
law-applies-to-cyber- 
operations-tallinn- 
manual-2-0-reaffirms 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Gl 


GET /news/2017/international-law-applies-to-cyber-operations-tallinn-manual-2-0-reaffirms/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2017/kadri-ktt- 
becomes-head-of- 
communications 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2017/kadri-ktt-becomes-head-of-communications/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















Inews/2017/live-stream- 
of-cycon-2017-keynotes 


Alert group Possible username or password disclosure 


Severity Informational 

A username and/or password was found in this file. This information could be sensitive. 
Description 

This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2017/live-stream-of-cycon-2017-keynotes/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2017/luxembourgs- 
pm-xavier-bettel-briefed- 
on-recent-developments- 
in-cyber-defence 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





El 








GET /news/2017/luxembourgs-pm-xavier-bettel-briefed-on-recent-developments-in-cyber-defence/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2017/merle-maigre- 
assumes-command-of- 
nato-ccdcoe 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 
passwordi:e 





GET /news/2017/merle-maigre-assumes-command-of-nato-ccdcoe/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/merle-maigre- 
to-become-director-of- 
the-nato-cooperative- 
cyber-defence-centre-of- 


excellence 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/merle-maigre-to-become-director-of-the-nato-cooperative-cyber-defence-centre- 
of-excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


























/news/2017/nato-ccdcoe- 
and-tallinn-university-of- 
technology-will- 
strengthen-cooperation 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





El 


GET /news/2017/nato-ccdcoe-and-tallinn-university-of-technology-will-strengthen-cooperation/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2017/nearly-600- 
cyber-defence-experts- 
meet-in-tallinn-for-cycon- 


2017 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2017/nearly-600-cyber-defence-experts-meet-in-tallinn-for-cycon-2017/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/nearly-900- 
cyber-security-experts- 
advanced-their- 
defensive-skills-in- 
locked-shields-2017 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/nearly-900-cyber-security-experts-advanced-their-defensive-skills-in-locked- 
shields-2017/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

















Connection: Keep-alive 


/news/2017/new-book- 
analyses-ethics-and- 
policies-of-cyber- 


operations 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 











Cookie: cookienotification=hide;VISITOR_INFO1 LIV 
NYp2Z92Zg; PREF=f1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 








GET /news/2017/new-book-analyses-ethics-and-policies-of-cyber-operations/ HTTP/1.1 


E=-vapWOb-LDO; YSC=nw- 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/new- 
research-on-red- 
teaming-technical- 
capabilities-and-cyber- 
defence-exercises 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





exercises/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIV 
NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 











GET /news/2017/new-research-on-red-teaming-technical-capabilities-and-cyber-defence- 





E=-vapWOb-LDO; YSC=nw- 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2017/new-study- 
on-the-status-of-cyber- 
security-organisation-in- 
poland 


Alert group Possible username or password disclosure 


Severity Informational 

A username and/or password was found in this file. This information could be sensitive. 
Description 

This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/new-study-on-the-status-of-cyber-security-organisation-in-poland/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/new-study- 
outlines-cyber-security- 
developments-in-israel 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/new-study-outlines-cyber-security-developments-in-israel/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











Inews/2017/new-study- 
reveals-vulnerabilities-in- 
the-most-widespread- 
network-security- 


solutions 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details 
passwordi:e 





GET /news/2017/new-study-reveals-vulnerabilities-in-the-most-widespread-network-security- 
solutions/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/norway- 
decided-to-join-the-nato- 
cooperative-cyber- 
defence-centre-of- 


excellence 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2017/norway-decided-to-join-the-nato-cooperative-cyber-defence-centre-of- 
excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/notpetya- 
and-wannacry-call-for-a- 
joint-response-from- 
international-community 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/notpetya-and-wannacry-call-for-a-joint-response-from-international-community/ 
HTTP/1.1 





Cookie: cookienotification=hide 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2017/p-w-singer- 
sen-heinrich-and-gen- 
milley-headline-cycon-u-s 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/p-w-singer-sen-heinrich-and-gen-milley-headline-cycon-u-s/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/pm-ratas-no- 
modern-nation-can- 
ignore-threats-in-cyber- 


space 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/pm-ratas-no-modern-nation-can-ignore-threats-in-cyber-space/ HTTP/1.1 
Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 








/news/2017/professor- 
schmitt-decorated-by- 


president-of-estonia 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 


G 


ET /news/2 





Cookie: coo 
NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 


Accept -l 
Host: 





Pattern found: 


passwordi:e 


017/professor-schmitt-decorated-by-president-of-estonia/ HTTP/1.1 
kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











Encoding: gzip,deflate 
ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/romanian- 
minister-of-foreign- 
affairs-diplomacy-has-a- 
significant-role-in- 


cyberspace 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 


G 


ET /news/2 





cyberspace/ 
Cookie: coo 
NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 


Accept- 
Host: 





Pattern found: 


password:e 


017/romanian-minister-of-foreign-affairs-diplomacy-has-a-significant-role-in- 
HTTP/1.1 
kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











Encoding: gzip,deflate 
ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/slovakias- 
deputy-pm-peter- 
pellegrini-briefed-on- 
recent-developments-in- 


cyber-defence 


Alert group 
Severity 


Description 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 

Pattern found: 


Details 
passwordi:e 








GET /news/2017/slovakias-deputy-pm-peter-pellegrini-briefed-on-recent-developments-in-cyber- 
defence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/tallinn-based- 
nato-cooperative-cyber- 
defence-centre-of- 
excellence-is-expanding 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2017/tallinn-based-nato-cooperative-cyber-defence-centre-of-excellence-is- 
expanding/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/tallinn- 
manual-2-0-cyber- 
espionage-generally-not- 


unlawful 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details password:e 





GET /news/2017/tallinn-manual-2-0-cyber-espionage-generally-not-unlawful/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/tallinn- 
manual-2-0-on-the- 
international-law- 
applicable-to-cyber- 
operations-to-be- 


launched 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/tallinn-manual-2-0-on-the-international-law-applicable-to-cyber-operations-— 
to-be-launched/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/tallinn- 
manual-2-0-paves-the- 
way-for-state-action-in- 
cyber-space 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/tallinn-manual-2-0-paves-the-way-for-state-action-in-cyber-space/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 














Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2017/the-9th- 
cycon-starts-next-week 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2017/the-9th-cycon-starts-next-week/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/the-largest- 
international-technical- 
cyber-defence-exercise- 
in-the-world-takes-place- 


next-week 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 








GET /news/2017/the-largest-international-technical-cyber-defence-exercise-in-the-world- 
takes-place-next-week/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2017/the-largest- 
international-technical- 
cyber-defence-exercise- 


launched-this-week 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 


G 


ET /news/2 





Pattern found: 


passwordi:e 





week/ HTTP/1.1 
Cookie: coo 
NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 


Accept- 
Host: 








kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








Encoding: gzip,deflate 
ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/wannacry- 
campaign-potential-state- 
involvement-could-have- 
serious-consequences 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 


G 


ET /news/2 





Pattern found: 


password:e 


017/wannacry-campaign-potential-state-involvement-could-have-serious- 


consequences/ HTTP/1.1 
Cookie: coo 
NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 


Accept- 
Host: 








kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








Encoding: gzip,deflate 
ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2017/watch-the- 
tallinn-manual-2-0- 
launch-discussion-online 


Alert group 
Severity 


Description 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 


017/the-largest-international-technical-cyber-defence-exercise-launched-this- 


Alert variants 


Details 





Cookie: 


COO 


Pattern found: 


password:e 





kienotification=hide;VISITOR_INFO1_LIV 








NYp2Z9Zg; PREF=f1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: 





*/* 


Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


GET /news/2017/watch-the-tallinn-manual-2-0-launch-discussion-online/ HTTP/1.1 


E=-vapWOb-LDO; YSC=nw- 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


nd in this file. This information could be sensitive. 


/news/2018 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was fou 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations 


Alert variants 


Details 





Cookie: 


Accept: 





Pattern found: 


passwordi:e 


GET /news/2018/ HTTP/1.1 


cookienotification=hide 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


*/* 





Accept-Encoding: gzip,deflate 
Host: ccdcoe.org 


User-Agent: Mozilla/5.0 


Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2018/australia-to- 
join-the-nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-in-tallinn 


Remove this file from your website or change its permissions to remove access. 


(Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 


nd in this file. This information could be sensitive. 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was fou 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations 


Alert variants 


Details 





Pattern found: 


passwordi:e 


Remove this file from your website or change its permissions to remove access. 





GET /news/2018/australia-to-join-the-nato-coopera 


tallinn/ HTTP/1.1 


Cookie: 


CoO 


kienotification=hide; VISITOR _INFO1 LIV. 








NYp22Z9Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: 


*/* 


tive-cyber-defence-centre-of-excellence-in- 





E=-vapWOb-LDO; YSC=nw- 





Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 


/news/2018/colonel-jaak- 
tarien-assumes- 
command-of-nato-ccdcoe 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2018/colonel-jaak-tarien-assumes-command-of-nato-ccdcoe/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2018/colonel-jaak- 
tarien-to-become- 
director-of-the-nato- 
cooperative-cyber- 
defence-centre-of- 


excellence 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2018/colonel-jaak-tarien-to-become-director-of-the-nato-cooperative-cyber-defence- 
centre-of-excellence/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 




















Inews/2018/cycon-2018- 


registration-is-now- 
closed 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2018/cycon-2018-registration-is-now-closed/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp2Z9Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2018/cycon-2018- 
registration-is-open 


Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Details 





Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


passwordi:e 


GET /news/2018/cycon-2018-registration-is-open/ HTTP/1.1 


Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 











NYp22Z9Zg; PREF=f£1=50000000;GPS=1 
Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 





Accept-Encoding: gzip,deflate 


Host: ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


Inews/2018/cycon-2019- 


papers-are-expected-by- 


1-october 
Alert group 
Severity 


Description 


Recommendations 


Alert variants 


Possible username or password disclosure 
Informational 


A username and/or password was found in this file. This information could be sensitive. 


This alert may be a false positive, manual confirmation is required. 


Remove this file from your website or change its permissions to remove access. 


Pattern found: 


Details password:e 








GET /news/2018/cycon-2019-papers-are-expected-by-l-october/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














Inews/2018/cycon-2019- 
theme-is-silent-battle-in- 
cyber-space 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2018/cycon-2019-theme-is-silent-battle-in-cyber-space/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/denmark-to- 
join-the-nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-in-tallinn 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2018/denmark-to-join-the-nato-cooperative-cyber-defence-centre-of-excellence-in- 
tallinn/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 








User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2018/dr-zangardi- 
dr-missiroli-and-dr- 
libicki-to-speak-at-cycon- 


2018-in-tallinn 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





El 


GET /news/2018/dr-zangardi-dr-missiroli-and-dr-libicki-to-speak-at-cycon-2018-in-tallinn/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/exercise- 
crossed-swords- 
practised-cyber-kinetic- 
operations-in-latvia 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Pl 


GET /news/2018/exercise-crossed-swords-practised-cyber-kinetic-operations-in-latvia/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 























/news/2018/japan-to-join- 
the-nato-cooperative- 
cyber-defence-centre-of- 


excellence-in-tallinn 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2018/japan-to-join-the-nato-cooperative-cyber-defence-centre-of-excellence-in- 
tallinn/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z9Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 























/news/2018/more-than- 
1000-cyber-experts-from- 
30-nations-took-part-in- 
locked-shields 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





Pl 


GET /news/2018/more-than-1000-cyber-experts-from-30-nations-took-part-in-locked-shields/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/nato- 
accredited-cyber- 
defence-centre-of- 
excellence-in-tallinn- 
welcomed-nato- 
assistant-secretary- 


general-missiroli 
Alert group Possible username or password disclosure 


Severity Informational 


ae A username and/or password was found in this file. This information could be sensitive. 
Description 


This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 
Alert variants 

Pattern found: 


Details 
passwordi:e 








GET /news/2018/nato-accredited-cyber-defence-centre-of-excellence-in-tallinn-welcomed-nato- 
assistant-secretary-general-missiroli/ HTTP/1.1 
Cookie: cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/nato-ccdcoe- 
brings-improvement- 
through-practice 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2018/nato-ccdcoe-brings-improvement-through-practice/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2018/nato-ccdcoe- 
is-partnering-with- 
munich-security- 
conference-msc-in- 


spring-2018 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Pattern found: 


Details password:e 





El 


GET /news/2018/nato-ccdcoe-is-partnering-with-munich-security-conference-msc-in-spring-2018/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/nato-ccdcoe- 
is-partnering-with- 
munich-security- 
conference-msc-in- 
spring-2018-2 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2018/nato-ccdcoe-is-partnering-with-munich-security-conference-msc-in-spring-2018- 
2/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2018/nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-appointed-to- 
coordinate-cyber- 
education-and-training- 


within-nato 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2018/nato-cooperative-cyber-defence-centre-of-excellence-appointed-to-coordinate- 
cyber-education-and-training-within-nato/ HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2018/nato-won- 
cyber-defence-exercise- 
locked-shields-2018 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2018/nato-won-cyber-defence-exercise-locked-shields-2018/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbn1tb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 














/news/2018/portugal-to- 
join-the-nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-in-tallinn 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 








GET /news/2018/portugal-to-join-the-nato-cooperative-cyber-defence-centre-of-excellence-in- 
tallinn/ HTTP/1.1 

Cookie: cookienotification=hide; VISITOR _INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

















User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2018/romania-to- 
join-the-nato- 
cooperative-cyber- 
defence-centre-of- 
excellence-in-tallinn 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 


G 
talli 





ET /news/2 


Cookie: coo 


NYp2Z9Zg; PREF=f£1=50000000;GPS=1 


Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 


Accept: */* 
Accept-Encoding: gzip,deflate 


Host: 








Pattern found: 


passwordi:e 





018/romania-to-join-the-nato-cooperative-cyber-defence-centre-of-excellence-in- 


nn/ HTTP/1.1 








kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 





ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2018/tallinn-based- 
nato-cooperative-cyber- 
defence-centre-of- 
excellence-welcomed- 
portugal-as-a-new- 


member 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 


Details 


G 


ET /news/2 





Pattern found: 


passwordi:e 





018/tallinn-based-nato-cooperative-cyber-defence-centre-of-excellence-welcomed- 


portugal-as-a-new-member/ HTTP/1.1 
Cookie: coo 
NYp22Z9Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 
Accept: */* 


Accept- 
Host: 








kienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 








Encoding: gzip,deflate 
ccdcoe.org 


User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 


/news/2018/the-10th- 
cycon-hosts-700-cyber- 
experts-in-tallinn 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2018/the-10th-cycon-hosts-700-cyber-experts-in-tallinn/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp22Z9Zg; PREF=£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/the-10th- 
cycon-starts-next-week-2 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2018/the-10th-cycon-starts-next-week-2/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2018/the-largest- 
international-live-fire- 
cyber-defence-exercise- 
in-the-world-to-be- 
launched-next-week 


Alert group Possible username or password disclosure 
Severity Informational 


A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 


Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 








GET /news/2018/the-largest-international-live-fire-cyber-defence-exercise-in-the-world-to- 
be-launched-next-week/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











/news/2019 
Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 


GET /news/2019/ HTTP/1.1 

Cookie: cookienotification=hide 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











Inews/2019/cycon-2019- 
registration-now-open 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2019/cycon-2019-registration-now-open/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp229Zg; PREF=f£1=50000000;GPS=1 

Authorization: Basic YW5vbn1ltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 














Connection: Keep-alive 


/news/2019/exercise- 
crossed-swords-2019- 
integrates-cyber-into-full- 
scale-of-operations 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
password:e 





Fl 


GET /news/2019/exercise-crossed-swords-2019-integrates-cyber-into-full-scale-of-operations/ 
HTTP/1.1 
Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 

















/news/2019/national- 
cyber-security- 
strategies-reveal-states- 
thinking-about-rules-in- 
the-cyberspace 


Alert group Possible username or password disclosure 
Severity Informational 
A username and/or password was found in this file. This information could be sensitive. 
Description 
This alert may be a false positive, manual confirmation is required. 
Recommendations Remove this file from your website or change its permissions to remove access. 


Alert variants 
Pattern found: 


Details 
passwordi:e 





GET /news/2019/national-cyber-security-strategies-reveal-states-thinking-about-rules-in-the- 
cyberspace/ HTTP/1.1 

Cookie: cookienotification=hide;VISITOR_INFO1 LIVE=-vapWOb-LDO; YSC=nw- 

NYp2Z92Zg; PREF=f£1=50000000; GPS=1 

Authorization: Basic YW5vbnltb3VzOmFub255bW91cw== 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 

Connection: Keep-alive 











Web Server 
Alert group Web Application Firewall detected 


Severity Informational 


This server is protected by an IPS (Intrusion Prevention System), IDS (Intrusion Detection 
Description System) or an WAF (Web Application Firewall). Acunetix detected this by sending various 
malicious payloads and detecting changes in the response code, headers and body. 


If possible, it's recommended to scan an internal (development) version of the web application 


Recommendations where the WAF is not active. 


Alert variants 
Details Detected Cloudflare from the cookie name. 


GET /9496890 HTTP/1.1 

Connection: keep-alive 

Cookie: cookienotification=hide 

Accept: */* 

Accept-Encoding: gzip,deflate 

Host: ccdcoe.org 

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) 
Chrome/41.0.2228.0 Safari/537.21 
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